EXAMINATION MARKING SCHEME

Module: Internetwork Security (EE548)

Date:  13-03-2007
Q# MARK
Qla | Using the Vigenere square given, it is relatively straightforward to work out
that the plaintext is “Well done this is the correct answer”. [5 Marks]
Qlb | The 5x5 matrix should be:
S|E|C |U |R
| |T|Y |A|B
D |F |G |H [K
L  M|IN]|O |P
Q|VIW[X |Z
Split into digrams and encrypt:
I will travel by sea in the morning:
PT:iw— il — It —ra-ve —lb-ys—ea—in—-th—-em-or-ni-ng
CT:yq—dg—mi—-ub—et— pi—ic—ut— yl—af—tv— pu—ly —wn [8 Marks]
Qle Electronic Codebook Mode

This farst mode 15 the simoplest of all five modas. Figure 7.10 shows the scheme whare it
can be s2en that a block of plamtext (wluch 15 the same size 1n each case) 1s encryptad
with the same key K. The tetm codebook 15 used because, for 2 given key, there 1s 2
mugue cipheriext for every block of plaintext. Therefore we can lmagine a gigantic
codebock in which there 15 an enhy for every possible plaintext pattern showing its
comesponding ciphertext. If the message 15 longer than the block lensth then the pro-
cedure 15 to break the message mie blocks of the required length padding the last black
if necaszary. As with enciyption, decryption is performed cne block at a time, always
msmg the sarme ke,

The ECE method 15 ideal for small amownts of data such as an sncryvpiion key however
for larger maszsages if the same plammtext block appears meore than once then the same
ciphertext 1s produced. This may assist an attacker

T = N

Time = 1 Tioe = 2

Figure 7.10: Elecmonic Codebook Mode (ECE)

[2 Marks]




Cipher Block Chaining (CBC) Mode

Cipher Block Chaining allows this by XORing each plaintext with the ci-
phertext from the previous round (the first round using an Initialisation
Vector (1V)). The same key is used for each block. Decryption works as
shown in the figure because of the properties of the XOR operation, i.e. IV
XORIVXORP =P where 1V is the Initialisation Vector and P is the
plaintext. Obviously the IV needs to be known by both sender and received
and it should be kept secret along with the key for maximum

security.
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Figure 7.11: Cipher Block Chaining (CBC) Mode

Cipher Feedback (CFB) Mode

The Cipher Feedback and Output Feedback allows a block cipher to be
converted into a stream cipher. This eliminates the need to pad a message to
be an integral number of blocks. It also can operate in real time.

Figure 7.12 shows the CFB scheme. In this figure it assumed that the unit of
transmission is s bits; a common value is s = 8. As with CBC, the units of
plaintext are chained together, so that the ciphertext of any plaintext unit is a
function of all the preceding plaintext (which is split into s bit segments).
The input to the encryption function is a shift register equal in length to the
block cipher of the algorithm (although the diagram shows 64 bits, which is
block size used by DES, this can be extended to other block

sizes such as the 128 bits of AES). This is initially set to some Initialisation
Vector (IV). The leftmost s bits of the output of the encryption function are
XORed with the first segment of plaintext P1 (also s bits) to produce the first
unit of ciphertext C1which is then transmitted. In addition, the contents of
the shift register are shifted left by s bits and Cz is placed in the rightmost
(least significant) s bits of the shift register. This process continues until all
plaintext units have been encrypted. Decryption is similar.

[2 Marks]
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Figure 7.12: Cipher Feedback (CFB)

Output Feedback (OFB) Mode

The Output Feedback Mode is similar in structure to that of CFB, as seen in
figure 7.13. As can be seen, it is the output of the encryption function that is
fed back to the shift register in OFB, whereas in CFB the ciphertext unit is
fed back to the shift register. One advantage of the OFB method is that bit
errors in transmission do not propagate. For example, if a bit error occurs in
Ca only the recovered value of P1 is affected; subsequent plaintext units are
not corrupted. With CFB, Ca1 also serves as input to the shift register and
therefore causes additional corruption downstream.

(@) Encryption

Onra

(b) Decryption

Figure 7.13: Output Feedback (OFB)

Counter Mode

[2 Marks]

[2 Marks]




Q2(a)

This iz a newer mode that was not listed initially with the above fowr, Interest m ths
mode has increazed a zood deal latelv. A counter, aqual to the plantext block size 13
used. The enly requirsment stated i the standard 15 that the comter value nost be
differant for each plamtext block that 13 encrypted. Typically, this counter is mitialised
to some vahie and then incremented by 1 for each subssquent block (modulo 2* where
b iz the block size). For enciyphon, the counter 15 encrvpted and then XOFed with
the plamtext to producs the ciphertext block: there is no chaining. For decyption, the

samea sequence of counter values 13 used, with each encrypted counter 20OFed wath
a ciphertext block to recover the comesponding plaintestt block. This mode contains
a mumber of advantages mcluding hardware efficiency, software efficiency, provable
sacunty (in the sense that it 15 at least as secure as the other modes discussed) and
simplicity.
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Fizuwe 7.14: Couwter (CTE) Mode

This is considered one of the strongest (cryptographically speaking) pseudorandom
number generators. It is employed by a number of applications including financial
security schemes and PGP (to be discussed later in the course). It is a U.S. Federal
Information Processing Standard (FIPS) approved method. It makes use of Triple DES
to produce random numbers. Although it uses triple DES three times, it only uses two
keys as the same two keys are used three times. This is effectively the same as using a
112 bit key.

Figure 4.2 shows the scheme. The algorithm makes use of triple DES as mentioned
and has the following inputs and output:

e Input: Two pseudorandom inputs drive the algorithm. One is a 64 bit representa-
tion of the current date and time updated on each number generation. The other
1s a 64 bit seed value initialized to some arbitrary value and updated during the
generation process.

e Keys: The generator makes use of three triple DES encryption modules. All
three make use of the same pair of 56 bit keys, which must be kept secret.

e Qurput: These are a 64 bit pseudorandom number (R;) and a 64 bit seed value
(Visr)-

The strength of the PRNG of figure 4.2 can be attributed to the fact that there are a total
of nine DES encryptions and a 112 bit key (effectively). As well as this, the scheme
takes two pseudorandom inputs to begin with, both of which are not revealed (although
1t might be possible to work out DT}). As a result the amount of information needed

[2 Marks]
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for all five
correct)




Q2(b)

Q2(c)

by and attacker is formidable. Even if the attacker learns R;, it would be impossible to

deduce v, due to extra EDE encryption.

K. K,

ur,-——-—| EDE

»
U

Y

The linear congruoential method was first inwoedaced by DH. Leloner in 1948 The
alporithm is parsmererised as follows:

m the modulns iz = 0

€ the mulnplier 0= @ = am
[l the incremmsent 0= e e
XKg  the starong valae, or seed 0 < X < m

The sequence of random muwbers X 15 obrained via the following iteratve equation:
XKoa+1 = (aX, + <) mod o {10

If sma,e and Kp are integers then the technique will producs 2 sequence of integers
with each integer in the range 0 < X, < . The selacton of oo and we is crrdoal
in developing 2 good generator. For emample, if o = ¢ = 1 the sequence prodoced
is no use as we simply obrain a sequence of integers incremewted by 1 each dme.
However, consider o = 7,0 = 0, m = 22 apd Xp = 1. The resaltant seguence is
alzo clearly unsatsfactory {7,17,23,1, 7, .. .} Of the 32 possible valies, only 4 ara
mnsed (the sequence is said to have a period of 4). Changing a = 5O then the seguenca
is 4o, 20,29, 17,219, 13,1, ete.} which gives a period of 8. This is bemer bur sall far
from what is desirad.

The value s shonld be large so that thare is potential for long sequances, wsually mois
nearly equal to the madmnm neonnegative integer for 2 given computer a.g. 231

The limeratons of this system in cryprographic temos is that an oppopent obtaining 3
small sequence of the outpur values can discover the parameters (a, o, 7)o the com-
promuse the system. For example, asswme the smacker knows Ko, X1, KXo, Xs then it
is possthle to setup three simultansons eguatdons as follows:

Xy ={a Ko+ ¢) mod m
Ko =(a- - X1 + ) mo=d s
Keg =(a- -Xg + ) mo=d s

Az thers are three equations in rthres unknowmns, it is possible o solve for the thres
nknowIs.

T roake the seguence less reproductble, the segquence conld be restarred afier every
N pumbers. This can be achieved wsing the oarrent clock valve (modime)) as a new
sead afrer & munbers (stampg the new sequence). Another method could be to 2dd the
current valie of the clock (modime ) o the randoin munbers produced.

1. The function should be a full-period generating function (i.e. should

generate all numbers between 0 and m before repeating).

2. The generated sequence should appear random. The sequence is not

random at all but there is a wide variety of tests to assess the degree
of randomness exhibited.
The function should implement efficiently with 32-bit arithmetic.

[10 marks]

[10 marks]

[5 marks]
(3*1.5+.5)




Q3(a)

All cryptogzaphic algonthms requure tme and space (meemory) o execute. Cleardy
what 15 deswad 15 an alzonthm that executes as quuckly as possibla with the marsmmans
mumber of resowrces possible, howsver, often this 15 not feasible. Complexity Theory
dzals with the resources required duing computations to solve a given problem. The
most comanon resoirces (for exampls) would be fme and space. Heowr mich e i1
it going to take to solve a particular problsm? Generally tume 15 a valuable vescuwce
zo we would like to keep if to a nuindmename. Also, how mich memory (space) ave we
Fomg to require fo solve the problem? The PC in the lab only has 1280MEB o of 1t
takes more than that we are going to have fo buy more. Complexity theomy allows ws
to work out how costly different algorithims (such as DES and BSA) are gomg to be.
In fact, if vou think zsbout i, it also allows us to analyse aftacks on eryptosystames as
thesa will be algorithome in nature as well. Usmg complexaty theory we can therefore
determne whether 2 particular attack is feasible against a cryptozaphic alzgorithm and
can therefore give some indication of the secwmity of an algorithm,

Of conwse one could sav that the time the sxacution of an algorithne takes depends on
tha spead of the particular computer on wlech ot s nnnmg, as well as the amount of
maneory it has. Thes 1s tue, so what we would like i a method of comeparing diffarent
algoazthoes that 15 independent not only of the speed and amount of EAMN a partioular
machins has, but also of the size of the mpat (wloch 15 normally denoted b n).

A measue of the efficiency of an algontlum 15 knoamn as its Time Complexity. The
time complaxity of an algorthm is defined to be F(n) if for all » and all inputs of
lenzth ., the algoathin takes at most §(n) steps. Thuos for a given processor speed and
a given size of mput () the time complexaty 15 an wprer bound on the execution time
of the algorithm, However, the defimtion is not precise:

» The meaning of “step™ is not precise: Is it a single processor macline instuction
or a smgle high-level lanFuage machine inshuction” Forhmately, each defmition
of “step” 15 m general related to each other by a multiphicatve constant and for
larze n these comstants are not important. What 15 mnpeirtant however 1s the spead
at whoch the relative sxscution tinee is growing with mereasmg n». For exampla,
In BS54, if we are concemed about whether to uze a 50 digit (n = 10°%) or 2
100 digit (e = 10" key, it i not necessary (or possible) to know exactly how
longz it would taks to brezk each size of key. However in ballpark fizures, we can
determmne the level of effort and how mach extra relative effort is required for
larzer key sizes.

* Anexact fommoula for f(m) s zenerzally not availzble but that 15 not impoatant. We

need culy an approximation and are interested primarily in the rate of changs of
Fim) as n mereases to very latge values.

There iz a standard mathematical notation known as the “big OF notatron which 15 used
to characterize the fince complexity of algornthms. By definition:-

fin) = g(n)) i3 a, M = £ such that 3)
|fim)] < a = |gin)| forn = M o

For example we might say that an algerithm roms i Ofn® ) tme. This means that for
an input of size n the rmning time of the alzeritho will be proportional to . So if
we double the mput size » the numnmz time will mersase by a factor of 4. It nuust be
emphasised that the “big 07 notation does not fell us the numing fime of an alzonthm
It only tells us how its performance changes with the size of the input.

Anythong that takes a foced amount of rescwrees fzkes O 1). For example if the amoumt
of meamony requared by an alzorithom is abways G4MB then we can say that the algeoaithm
takes (1) space (and sizmlarly for tome).

In general, the “biz O notation makes use of the term that grows fastast:
* Oaz® 4 327 4 sinfx)) = 027
o ™ 4 an™ = {e™))

s Oinl 40 = O}




Q3(b)

Q3(c)

An algenthm with an input of size n is saud to be

a). Lmear 1f the mumning time 15 On).

o

}. Palynenual if the running time 13 Ofn?) for some constant £
.
il'

Exponential if the nmning time iz O(#47") where ¢ 15 some constant and bin) is
a pelynenmal mon.

[

Generally 2 problem that can be solved m polynomial fime 15 considered feasible
whereas anyihing worse than polynonnal time 15 considered computationally mfea-
sible - espacially exponentizl time.

NEB. If m 15 small encugh, even complax algonthms bacomea faasibla.

The result can be shown to be {37} and m(x) is not needed in this
case. The value of m(x) given here is that used in AES.

Say gcd(a,b) = d. Therefore dla and d|b. a can be written as:
a=qb +r where g and r are the quotient and remainder respectively.
Therefore,

a—(gb =r. Because dlaandd|b =>d| (a-qgb)=>d|r

but

r = amodb and therefore d|a, d|b and d|lamodb.

Therefore,

gcd(a,b) = gcd(b,amodb) = d.

[12 marks]

[7 marks]

[6 marks]




Q#

MARK

Q4(a)

The RSA scheme 1s a block cipher in which the plaintext and ciphertext are integers
between 0 and n — 1 for some 7. The scheme is as follows:

1. Two extremely large. equal length. random prime numbers. p and g. are chosen
carefully.

2. The number 72 is found such that n = p > q.

3. The Euler phi (totient) function is found from n using the property ¢(n) =
Plpg) = (p— Dlg— 1)

4. The value e is chosen at random such that 1 << ¢ << ¢(n) and ged(e, ¢(n)) = 1.

5. The value d is computed using the congruence relation de = 1 (mod ¢(12)) (i.e.
d is the multiplicative inverse of e modulo ¢{n)).

The ciphertext is then produced by
C=M"modn (1)

where C is the ciphertext, M is the plaintext and the set {e, n} constitute the public key.
The original plaintext can then be reconstructed by

M =C%modn 2)

where the set {d. n} constitute the private key and the other variables are as before.

Equation 2 uses the fact that
de =1 (mod @(n)) (3)

and that
c?") =1 (mod n B where ged(C,n) =1 (4)

which is Euler’s theorem. This can be seen as
¢ mod n = (M* mod n)? mod n = M*? mod n (5)
From equation 3 it is clear that
de = ¢p(n)g + 1 (6)
for some integer g. Equation 5 can then be written as
4 mod n = M*? mod n = M#™9+! mod n (7

which then becomes
M9 mod n (8)




Q 4(b)

which by Euler’s theorem can be seen to be equal to

M mod n (9)

With regard to key generation, before two parties can use a public key system, each
must generate a pair of keys. This involves the following tasks:

e Determining two prime numbers p, g
e Selecting either e or d and calculating the other.

Firstly, considering selection of p and g. Because the value n = pg will be known
to any opponent, to prevent the discovery of p, ¢ through exhaustive methods, these
primes must be chosen from a sufficiently large set (must be large numbers). On the
other hand the method used for finding large primes must be reasonably efficient. At
present there is no useful techniques that yields arbitrarily large primes. The procedure
is to pick at random an odd number of the desired magnitude and test that it is prime.
If not, repeat until a prime is found.

A variety of tests for primality have been developed. all of which are statistical in
nature. The tests however may be run in such a way as to attain a probability of as near
1 as is desired that a particular number is prime. One of the more efficient algorithms
is the Miller-Rabin scheme, which performs calculations on 7. the candidate prime and
a randomly chosen integer a. This procedure may be repeated as required.

In summary the procedure for picking a prime is as follows:

1. Pick an odd integer n at random (e.g., using a pseudorandom number generator).
2. Pick an integer a < n.

3. Perform the probabilistic primality test. (such as Miller-Rabin). If 2 fails the test
then go to step 1.

4. If n passes a sufficient number of tests then accept it, otherwise go to step 3.

P=2,g=11 therefore n= 22 and phi(n) = 10. Also we have e=7 and we
need to find its inverse modulo phi(n) which can be done using
Euclids extended algorithm:

Q Ay Ay Ay By DBy Bs
- 1 0 20 0 1 7
2 0 1 7 1 -2 6
1 1 -2 6 -1 3 1

therefore, d = 3. We then have C=M”"e mod n which means C = 18.
The can be verified as M=C”~d mod n where d is 3. M therefore
equals 2.

[12 Marks]

[5 marks]




Q4(c)

Q5(a)

1. a’, a superincreasing vector (private, chosen).

2. m, an integer larger than the sum of all a;’s (private, chosen).

(%]

w, an integer relatively prime to m (private, chosen).

4. w™!, the inverse of w, modulo m (private, calculated).

L

a, equal to wa’ (mod m) (public, calculated).

The private key consists of the triple (w™',m,a’) and the public key consists of the
value of a.

The Secure Sockets Layer (350) is 2 methed for providing secuaity for web basad
applications. It is desigped to meke usa of TCPE to provide a reliable end-to-end sacura
service. 351 15 not a single protocol but rather two layers of protocols as illusoated in
fizure 4. It can be seen one layer makes use of TCP directly. Thes layer is known as the
S5L Record Protocol. This layer provides basic securify services to varions hizher
layer protocals. An indspendent protocol thar mekes wse of this laver is the Hyparex:
Markup Language (HTTF) protocol. However thres higher level protocols make nse of
thus layer but are also part of the 351 stack. Theyv are nsed in the management of S5L
exchanges and are as follows:

1. 35L Handshake Protocol
2. 5L Change Cipher Spec Protocal.
3. 55L Alert Protocol.

=1
Hamalulubke
Frosecl

Figure 4: 35L protocol stack.
The S5L record protocol which is ara lower layer and offers services to these thres
protocols provides two services for 551 connactions:
1. Confidentiality - nsing corventional encryption.
2. Mlessage Integriny - using a Message Authevtication Code (MAC).
In order to operate oo dara the protecal perfonns the following actons:

» If takes an applicanon message to be ransmited and fragments if into manage-
able blocks. These block are 21 = 16, 284 bvtes or less.

# Thesa blocks are then optonzlly compressed which must be lossless and may
not increass the content length by more than 1024 bytes.

= A message authentncation code is then cornputed over the compressed data using
2 shared secret key. This is then appended to the compressed (or plaintexs) block.

« The compressed message plus MAC are then encrypted using symunetric en-
crypricn. Encryprions may not increase the conrent length by more thap 1024
bytes, so that the total lenzth mav not excead 2 4+ 2048 A number of different
encryprion algorithms are penmined.

[8 marks]




« The fnal step is o prapend a beadar, consisting of the followmg felds:
— Cowtant rype (8 bits) - The higher laver protocel usad to process the en-
closed fragment.
— Major Version (8 bits) - Indicates major version of 351 m nse.
— Mipor Version (§ bits) - Indicates minor version in use.
— Compressed Langth (16 bits) - The length in bytes of the compressed {or
plainrext) fragment.

The overall fonmar is shown in figars 5.

Figure 5: 55L recerd format.

The “content tvpe” above 15 cne of four tvpes. The three higher level protocols given
zbove that make use of the S5L record and a fourth kpown as “application_data™. The
first three are described next.

1. The Change Cipher Spec Protocol consizts of 2 single message which consists
of a single byte with the wvalue 1. This is to cause the pending stage tobe coptedin
to the current state which updates the cipher suite to be used on this connection.

1. The Alert Protocol s nsed to comvey S3L-relared alerts to the peer entmy. It
consists of two brvees the first of which takes the values 1 (waming) or 2 (faral).
If the level is faral 351 immediately terminates the connection. The sacond byte
containg a code thar indicates the specific aler.

3. The Handshake Protocol allows the server and client to authenricate each other
and to pegotate an encrypion and MAC slzorithm and cryptographic kevs to
e nzed to protect dam sewf in an 551 record. This protecol is nsed befors amy
application darz is sent. It consists of 2 seres of messages exchanged by the
client and server 21l of which have the format shown in figure §. Each message
has three felds:

(2] Type (1 byvie): Indicates ope of 10 messazes such as “hello_yequest”.
(k) Length (3 bytes): The length of the messaze i byvies.
(c) contewt(> 0 bywe): The parametars associated with this message such ver-

ston of 551 bamg nsed.
1 byte 1 byte 3 bytes 0 bates
[rwwe | Lomath Content ]
(@) Change Cipher Spec Protwcol (©) Hanasnake Protocel
1 byt 1 byte 1 byee
| Opancued amtent |
B Alert Protocsl (d} Other Upper-Layer Protocol (c.g.. HTTP)

The Handshake Protocol 1s shown in figure 7. This consists of four phases:

(a) Establish security capabilities including protocol version, session ID, ci-
pher suite, compression method and initial random numbers.

(b) Server may send certificate, key exchange, and request certificate. Server
signals end of hello message phase.

(c) Client sends certificate if requested. Client sends key exchange. Client may
send certificate verification.

(d) Change cipher suite and fimish handshake protocol.




Q5(b)

Time

Client Server
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— 2 sumbers
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Werston: Differentiates amons sucoessive versions of the certficare formeast;

Seral Mumber: An integer walue that iz vmemybizwoslhy associated with this cer-
tificans;

Signatare: The algorithm nsed to sipn the cemificate together with any paramae-
terss

Iszoar pame: 3500 namyas of the CA that creatad and signed this cemificats;
Peripd of validity- Thavo dates, the first and last on which the certificate iz valsd:
Subject mamee: The name of the wser to whom the certdficate refiers;

Subgect’s poblic key informaiton: The public key of the subject plus an idenrifier
of the alzoatter for which the key is to be used meethar with aoy associarsd
pAEISers;

Issner umicue idenrifier: An opdooal it smng field vwsed ro tdentify voiguely the
izsuimg TA i the event the 3300 name has been reused for dfferent entities;

Subiect’s tmiquee idenriffer: An epoonal it string feld nsed to Wdentify vedgualy
the swhject in the event the X 500 mname has been reused for differant entiteas;

Ext=nsions: A sat of ons or mors extension falds:

Signanme: Coaers all of the other fields of the cemificare. It contains the hash
oode of the othar fields, encrypied with the CA's privace key. This Seld mcludes
the sigpature alporithm pdentfer

[12 marks]




EXAMINATION MARKING SCHEME

Module: Internetwork Security (EE548)
Date:  13-03-2007
Q# MARK
r's Y .
Version
Certificate
n Serial Number
Signature algocithin
ﬂ'].',i:-l‘iﬂllll-{ —————— S s
identifier -_— =
Issuer Name é ™
Period of _____notbefore o E
validity ol aller = .
Subject Name g
Subject’s { ———.__ blgorithms ____ _ =
public kev=4 | __ _ __ paramecters
info Lo A
Issuer Unigue
Identifier
Subject Unigue
Identifier o
Extensions
g A4
Hig;mturu_{ I% E
Figure 8: The X.509 certificate.
[8 marks]
Frve meguiremsrss not satisisd by version mep are:

1. The Subjact field is inadequate fo comeey the idenmtity of a key owner to a public-
keyuzer. 30509 names may e relatively shor and lackicg in ofviows dentifica-
tion details that may be needed by the usar

2. The sabject field is also ivadsquate for mamy applcatons, which rypically recos-
nise enfifies by an Internet e-nwil address, a URL. ar some other Internet ralated
identrfication

3. Thege is a peed to indicate security policy information. This enables a secomity
applicaton or function, such as TIPS, 1o relate an 3500 camificate to a given
policy

4, There is a need to limit the daraage that can result from a Sl or malicious TA
oy setting constraints oo the applicabiity o a particular certificate.

5. Itis moporant w0 be able to idennfy separately differsnt kevs wsad by the same [5 marks]

owner at different times. This feanure supports key kfe cycle management in
partioular the ability to update key pairs Sor users and CAs on & remiar basts ar
ndar ecepiional circumstances,




EXAMINATION MARKING SCHEME

Module: Internetwork Security (EE548)
Date:  13-03-2007

Q# MARK

In arder to carry out a DPA attack, 2 method must be devized to produce a random ser
QG(a) of J plaintert inpurs that can be sent to the crvptosystem for encryption’ . On receiving
these plamtext inpurts, pi;, 1 = § < J, the board will begin to nmn irs alzorithm
and draw varving arpounts of power. These power flucmations can be sampled using
2 digital sampling cscilloscope which should be capable of sampling ar abowt 20-30
mmes the clock frequency being nsed.

The waveforms observed for each pi; can be represented as 2 mamix tu,f',ﬁ. whers
1< k= A. A sscond cohmm marrix, oo, can also be used to represent the ciphertext
omtput. In practice, each row of wyf;,, would probably be stored s a separate file for ease
of processing. Having captured each power wavefonn and ciphartext ourput, 2 fimction
known as a partinoning fmcron, IN.), st now be defined. This fancton will allow
divizion of the mamhx wf;, fo two sub-matrices wfilL, and wfl, comtaming P and
o) rovws respectively, with 1 < p < FPand 1 < ¢ < & where P + @ = J. Provided
that the puts pé; were rapdomly produced, then P = @ = J/2as J — oo (ie the
waveforms will be divided equally bemween the two sets).

The partitioning furcton allows the division of wfz because it calenlates the value of
2 paroular bit, at partionlar times, during the operation of the alzorthm. If the valus
of this bit 15 known, thea it will also be known wherther or not a power bias should
have ocowred mothe capured waveform, For a 1, 2 bias should occur, awd for a 0 it
shoulde't. Separating the wavefonms nfo two separate mamices (one in which the bias
agonurad and another in which it dide’t) will allow sveraging to reduce the noise and
enbance the bias (if it coowred). For randomly chosen plaintexts, the ourput of the D)
funcrion will equal either 2 1 or 0 with probabilicy 1]: (this is just apocher statement of
the factthat P =@ = J/2as J — o)

An example of a partitioning function is:

D0y, T, Kig) = 0y & SBOX 10 @ Kqs) (1n

where SBOX1() is a fumcmow that ourpars the marget bir of 5-boo 1 in the last round of
DES (in this caze it's the first bir), ' is the one bit of co; that is exclnsve OF ed with
thus bir, © 15 the 6 bits of co; thar is exclusive OR"ed with the last rovnds subkey and
H g 15 the § bits of the last round’s subkey that 15 mput e S-boo 1.

The value of this partinoping functien must be calonlated at some point thronghons
the algorithm 5o, if the valies £, € and Ky can be detemmined. it will be known
whether or not a power bias ocowred in each waveform. It is asswmed thar the values
'y and &y can be determined and the value of the subkey Kg is the mformation
songhe, To fied this, an exhanstve search needs 1o be carred out. As itis 6bits long, 2
total of #° = A4 subkeys will need to be tested. The right one will produce the cormect
value of the parttioning bit for every plaintexs mput. However, the moomect one will
only produce the correct result with probabiling 1} In: this case, the two sets w0z and
wf 1ge will containa randomly® disoibuted collection of waveforms which will averags

VTkis mathod must be autozated 25 the nunsbar of razdon: pluzsext imprats will be quite lazge

Tk subscripts j 2nd k 2o wesd o idextify the plaintaxt oumber causizg fe woveform nd the tins
sample paint witk= thar particalas waveform, raspectialy.

TProvided e plainkec inputs are randemly chosen.




ot to the same result. The differentizl mace (disoussed below) will thus show 2 power
ias for the cormract key only. Of course it mesns that 84 differential races ars peedad
Tt this is @ vast improvement over a brute force search of the entire 5§ bit key.
Mathematically, the partitioning of w/f;» can be represented as

wif e = {rofye D) =10} {1n

and

wflge = {uify | D) =1} 13
Omce the marrices wfQy, and w1, have been setup, the averaga of each is then tzken
producing vwvo waveforms awf0y, and awf 1, both consistng of K samples. By taking
the averages of each the noise zats reduced to very small levels but the power spikes in
i 1y will be reinforced. However, sveraging will not reduce sy pertodic noise con-
rained within the power waveforms and inherent to the operations on the crypiograplic
board. Thes can largely be elimiated by subtracting awf_, from awfl,, (his can
I thomzhr of as demodulanmng 2 modulated signal to reveal the “baseband”, where the
pentodic noise 1= the “carmrier™). The only waveform remaming will be the one with a
oumber of bias poits identifying the posidons where the target bit was manipulated.
This trace is known as a differential frace, A,
Agzin, in mathemarncal terms, the above can be stated as

i 1
oufl, = = 3w = szn# (14
il r=1
and
1 12 .
auwfly, = ] ‘Z wfp = azufiik 15
wifyuiEugd a=1

The diffarential trace A 00 is thep obrained as

Ay = aufly — aufly (16)

The last five equations can now be condensed into one:

R Dlwfa T - D
oL o) T (1- D)
Az J — oo, the power bizses will average our to 2 value ¢ which will ocour at tmes
kg - each time the rarges bit D was manipulated. In this limet, the sverages awf0, and
a1y, will tend toward the expectation B wf 0y | and B {wf1, ), and equatons 18 and
17 will comvearze to

Ay

{an

Eluflyt —Elwfle}=¢  attmes k=kp 8

and

Elwfle} — Elafi,} =0, artimes &k +# kp (1%

Therefore, attimes & = kp, there will be a power bias « vizible in the differental mwace.
At all other tmes, the power will be independent of the targer bit and the differental
mace will tend towards 0.

The above will enly work if the subkey guess was comect. For all other guesses the
parmitonng fmction will separare the waveforms randomly, snd equations 18 and 19
will condense to

Elwfl,} — Elwfi} =0, ke e

Az mentioned above, 64 differentzl waces are naeded o detenmine which key is the
corect ope. Theorencally, the one contaming bizs spikes will allow detemmivation of
the correct key however, in realiny the other waveforus will contain small spikes dus to
factors swch 2s pon-random chodces of plaintest inputs, statstnoal blases in the 5-bowes
and 2 non-infinite munber of wavefonus collected. Genarzslly howevar, the corract key
will show the largest bias spikes and can sdll be detemuped guite eastly.

The other 42 bits from the last round’s subkey can be determuned by applving the smme
method o the other 7 S-boxes?. A brute force search can then be used to obtain the
rempaining 2 birs of the 56 bir key.

[13 marks]
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Q6(b)

The following could be used as mitigation techniques for power attacks
in general:

1. Timing Randomisation: This involves placing random time delays
into the software so that a power analysis will not be possible. With
random delays introduced, a steady trigger will not be sufficient to allow
the averaging to work and will therefore act as a countermeasure.

2. Internal power supplies/power supply filtering: This would be another
method that could be used to reduce the possibility of a power attack.
For example, Adi Shamir proposes building a simple capacitance
network into each smartcard to allow the fluctuations to be contained
within the smartcard itself thereby preventing power attacks.

3. Data masking: One of the methods proposed consists of masking the
intermediate data (i.e. mask the input data and key before executing the
algorithm). This would make the power fluctuations independent of the
actual data.

4. Tamper Resistance: This involves placing some detection/prevention
system around the device to stop intruders gaining access to the power
fluctuations.

5. Fail Counters: A differential power analysis attack requires the
attacker to obtain a significant number of power waveforms. In order to
do this the attacker must have the ability to run quite a few encryptions
on the system under attack. If the number of encryptions were limited to
a certain number then the attacks would become increasingly difficult.
6. Removal of conditional elements: One of the main features used to
attack the square and multiply algorithm is the fact that it has a
conditional multiplication that depends on the value of the exponent bit
being operated upon. One suggested countermeasure is to implement
this multiplication in every round (regardless of the value of the bit) and
to only do a register update when the bitisa 1.

[8 marks]




Q6(c)

. Unconditionally Secure defines a system where the

ciphertext generated does not contain enough information
to determine uniquely the corresponding plaintext no
matter how much ciphertext is available or how much
computation power the attacker has.

. Computationally Secure defines a system where the cost

of breaking the cipher exceeds the value of the encrypted
information and the time required to break the cipher
exceeds the useful lifetime of the information

. A cryptanalytic attack is one that tries to attack the

mathematical weaknesses of the algorithm

. An implementation attack is one that tries to attack the

actual implementation of the cryptographic system such as
a smart card.

[4 marks]




