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Using the Vigenère square given, it is relatively straightforward to work out 
that the plaintext is “Well done this is the correct answer”. 

 
 
The  5x5 matrix should be: 
 

S E C U R 
I/J T Y A B 
D F G H K 
L M N O P 
Q V W X Z 

 
Split into digrams and encrypt: 
 
I will travel by sea in the morning: 
 
PT: iw –  il  –  lt  –  ra – ve  – lb – ys – ea – in – th – em – or – ni - ng 
CT: yq – dq – mi – ub – et –  pi – ic – ut –  yl – af – tv –  pu – ly – wn 
 

 
Electronic Codebook Mode 
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Cipher Block Chaining (CBC) Mode 
 
Cipher Block Chaining allows this by XORing each plaintext with the ci- 
phertext from the previous round (the first round using an Initialisation 
Vector (IV)). The same key is used for each block. Decryption works as 
shown in the figure because of the properties of the XOR operation, i.e. IV 
XOR IV XOR P = P        where IV is the Initialisation Vector and P is the 
plaintext. Obviously the IV needs to be known by both sender and received 
and it should be kept secret along with the key for maximum 
security. 

 
 
Cipher Feedback (CFB) Mode 
The Cipher Feedback and Output Feedback allows a block cipher to be 
converted into a stream cipher. This eliminates the need to pad a message to 
be an integral number of blocks. It also can operate in real time. 
Figure 7.12 shows the CFB scheme. In this figure it assumed that the unit of 
transmission is s bits; a common value is s = 8. As with CBC, the units of 
plaintext are chained together, so that the ciphertext of any plaintext unit is a 
function of all the preceding plaintext (which is split into s bit segments). 
The input to the encryption function is a shift register equal in length to the 
block cipher of the algorithm (although the diagram shows 64 bits, which is 
block size used by DES, this can be extended to other block 
sizes such as the 128 bits of AES). This is initially set to some Initialisation 
Vector (IV). The leftmost s bits of the output of the encryption function are 
XORed with the first segment of plaintext P1 (also s bits) to produce the first 
unit of ciphertext C1 which is then transmitted. In addition, the contents of 
the shift register are shifted left by s  bits and C1 is placed in the rightmost 
(least significant) s bits of the shift register. This process continues until all 
plaintext units have been encrypted. Decryption is similar. 
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Output Feedback (OFB) Mode 
The Output Feedback Mode is similar in structure to that of CFB, as seen in 
figure 7.13. As can be seen, it is the output of the encryption function that is 
fed back to the shift register in OFB, whereas in CFB the ciphertext unit is 
fed back to the shift register. One advantage of the OFB method is that bit 
errors in transmission do not propagate. For example, if a bit error occurs in 
C1 only the recovered value of P1 is affected; subsequent plaintext units are 
not corrupted. With CFB, C1 also serves as input to the shift register and 
therefore causes additional corruption downstream. 
 

 
 
 
 
Counter Mode 
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for all five 
correct) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Q 2(b) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Q 2(c) 
 
 
 
 
 
 
 
 

 

 
 
 

 
1. The function should be a full-period generating function (i.e. should 

generate all numbers between 0 and m before repeating). 
2. The generated sequence should appear random. The sequence is not 

random at all but there is a wide variety of tests to assess the degree 
of randomness exhibited. 

3. The function should implement efficiently with 32-bit arithmetic. 
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Q3(b) 
 
 
 
 
Q3(c) 

 
 

 
The result can be shown to be {37} and m(x) is not needed in this 
case. The value of m(x) given here is that used in AES. 
 
 
Say gcd(a,b) = d.  Therefore d|a and d|b.    a can be written as: 
 
a = qb + r  where q and r are the quotient and remainder respectively. 
 
Therefore, 
 
a – qb = r.  Because d|a and d|b => d| (a - qb) => d|r  
 
but  
 
r = amodb and therefore d|a, d|b and d|amodb.   
 
Therefore, 
 
gcd(a,b) = gcd(b,amodb) = d. 
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Q 4(b) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
P=2,q=11 therefore n= 22 and phi(n) = 10.  Also we have e=7 and we 
need to find its inverse modulo phi(n) which can be done using 
Euclids extended algorithm: 

 
therefore, d = 3.  We then have C=M^e mod n which means C = 18. 
The can be verified as M=C^d mod n where d is 3.  M therefore 
equals 2. 
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Q6(b) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The following could be used as mitigation techniques for power attacks 
in general: 
 
1. Timing Randomisation: This involves placing random time delays 
into the software so that a power analysis will not be possible. With 
random delays introduced, a steady trigger will not be sufficient to allow 
the averaging to work and will therefore act as a countermeasure. 
2. Internal power supplies/power supply filtering: This would be another 
method that could be used to reduce the possibility of a power attack. 
For example, Adi Shamir proposes building a simple capacitance 
network into each smartcard to allow the fluctuations to be contained 
within the smartcard itself thereby preventing power attacks. 
3. Data masking: One of the methods proposed consists of masking the 
intermediate data (i.e. mask the input data and key before executing the 
algorithm). This would make the power fluctuations independent of the 
actual data. 
4. Tamper Resistance: This involves placing some detection/prevention 
system around the device to stop intruders gaining access to the power 
fluctuations. 
5. Fail Counters: A differential power analysis attack requires the 
attacker to obtain a significant number of power waveforms. In order to 
do this the attacker must have the ability to run quite a few encryptions 
on the system under attack. If the number of encryptions were limited to 
a certain number then the attacks would become increasingly difficult. 
6. Removal of conditional elements: One of the main features used to 
attack the square and multiply algorithm is the fact that it has a 
conditional multiplication that depends on the value of the exponent bit 
being operated upon. One suggested countermeasure is to implement 
this multiplication in every round (regardless of the value of the bit) and 
to only do a register update when the bit is a 1. 
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Q6(c) 

 
 

1. Unconditionally Secure defines a system where the 
ciphertext generated does not contain enough information 
to determine uniquely the corresponding plaintext no 
matter how much ciphertext is available or how much 
computation power the attacker has. 

2. Computationally Secure defines a system where the cost 
of breaking the cipher exceeds the value of the encrypted 
information and the time required to break the cipher 
exceeds the useful lifetime of the information 

3. A cryptanalytic attack is one that tries to attack the 
mathematical weaknesses of the algorithm 

4. An implementation attack is one that tries to attack the 
actual implementation of the cryptographic system such as 
a smart card. 
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