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Question 1

(a) Define what is meant by the following:

(i) A Security service
(i) A Security mechanism
(i) Nonrepudiation
(iv)  Authentication [4 marks]

(b) 0] Use the Playfair matrix shown in figure 1 to
encrypt the following plaintext:

Must see you over Cadogan West. Coming at once.

M|F |H [IIJ |K
U/N|O|P |Q
Z |V |W|X |Y
E | LIA|R |G
D |S|T B |C
Figure 1: Playfair matrix for use in part (i) [6 marks]

(i) Construct a new Playfair matrix with the key
largest. [4 marks]

(i)  Encrypt the plaintext from part (i) with the Playfair
matrix you obtained in part (ii). How do you
account for the results of this problem? Can you

generalise your conclusion? [5 marks]
(c) Draw a diagram of a three-cylinder Rotor machine and
briefly explain how it works. [6 marks]

[Total marks: 25]

Question 2

(@) 0] Draw a detailed diagram of a single DES round
(including the operations on the key). [7 marks]

(i) Draw a detailed diagram of the AES cipher used
for decryption only. [7 marks]

(i) Briefly describe the mix columns operation used
in the AES standard. [5 marks]

(b) Draw a detailed diagram of the Output Feedback Mode
(OFB). What feature of this (and other) modes influenced
the design of the AES algorithm? [6 marks]

[Total marks: 25]
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Question 3

(@)

(b)

(c)

Draw a detailed diagram of a key distribution scenario for a

symmetric key cryptosystem with an initiator A, responder B

and a Key distribution centre (KDC). State clearly the

purpose of each step. [12 marks]

Draw a diagram of the ANSI X9.17 Pseudorandom Number
Generator and describe it's parameters. [7 marks]

(i) Give three properties all random number generators

should have. [3 marks]
(i)  How can a Pseudorandom Number Generator be

used to Mitigate a traffic analysis? Use a diagram to

help explain your answer. [3 marks]

[Total marks: 25]

Question 4

(@)

(b)

(c)

(i) Briefly define what is meant by an abelian group.
(i)  Briefly define what is meant by a commutative
ring.
(i)  What is meant by co-prime? Give another name
for this expression.
(iv)  Explain what is meant by a least residue.
(v) Whatis a residue class? [12 marks]

Determine the result of the following operation:

{87} © ({02} «{6E}) ® ({03} « {46}) © { A6}

Where “o” defines multiplication over GF(2°%) and the
irreducible polynomial used is: m(x) = x® +x* +x® + x +1

Why does the value of m(x) given here have special
significance in cryptography? [5 marks]

Given two primes numbers pand g with p = q, show that
#(n)=(p-1)x(q—-1) where n=pxq and ¢(n)is Euler’s

totient function. [8 marks]

[Total marks: 25]
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Question 5

(@ (i) Listsix properties a hash function must have to
be useful for message authentication. [6 marks]

(i)  List the steps of an attack on hash codes based

on the birthday paradox. [5 marks]
(b) (i) Draw a detailed diagram of the general structure
of a Secure Hash code. [7 marks]

(i)  Draw a detailed diagram of message digest
generation using SHA-512. [7 marks]

[Total marks: 25]

Question 6
(@) Give a detailed description of a differential power analysis
attack. [13 marks]
(b) Give four techniques that can be used to mitigate a power
analysis attack with a brief description of each. [8 marks]
(c) Give a brief definition for each of the following terms:
1. Unconditionally Secure
2. Computationally Secure
3. Cryptanalytic Attack
4. Implementation Attack [4 marks]

[Total marks: 25]
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