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Qt MARK
Qla (1) A Security service is a service that enhances the security of a
data processing systems and information transfers.
(i) A Security mechanism is a mechanism that is designed to
detect, prevent or recover from a security attack.
(iii))  Non-repudiation requires that neither the sender nor receiver
of a message be able to deny the transmission.
(iv)  Authentication requires that the origin of a message be
correctly identified with the assurance that the identity is not
false. [4 Marks]
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(iii)
The two matrices produce the same ciphertext. Any matrix consisting of
simple row or column shifts of the original will produce the same ciphertext.
This is due to the fact that the matrix is viewed as a circular array on the top
and bottom as well as on the sides. [5 Marks]
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(h) Setting after ane keystroke

The system consists of a number of independently rotating cylinders through
which electrical pulses can flow. Each cylinder has 26 input pins and 26
output pins with internal wiring that connects each input to a unique output,
Now, consider a machine consisting of one cylinder. After each input is
depressed, the cylinder moves one position thus creating a different
monoalphabetic cipher. After 26 letters of plaintext (a full rotation) the
cylinder is back to its original position so we have a polyalphabetic
substitution cipher of period 26. A single cylinder is trivial but the use of

multiple cylinder is formidable.

(i)

Operations on Data

Operations on Key
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Figure 2 3: Details of a single DES round.
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(iii)
The MixColumn stage is basically a substitution but it makes use of

arithmetic of GF(28). Each column is operated on individually. Each byte of
a column is mapped into a new value that is a function of all four bytes in
the column. The transformation can be determined by the following matrix
multiplication on state
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Each element of the product matrix is the sum of products of elements of
one row and one column. In this case the individual additions and

multiplications are performed in GF(28). The MixColumns transformation
of a single column j (0 _j _ 3) of state can be expressed as:
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where « denotes multiplication over the finite field GF(28).
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Output Feedback (OFB) Mode

Onpy

(b) Decryption

Figure 7.13: Output Feedback (OFB)

The fact that CFB, OFB and Counter modes use only encryption and not
decryption influenced the design of the AES.
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Q3b

1. A requests a session key from the KDC. The message includes the
identity of A and B and a unique identifier N1 for this transaction - called a
“nonce”. This could be a timestamp or random number and it is desirable
that it be difficult to guess.

2. The KDC responds with a message encrypted using Ka thus only A can
decode it. It contains two items intended for A, the one-time session key Ks
and the original request message including the nonce. The latter allows a
match to be made between this response and the request. With this data, A
can verify that its original request was not altered. As well as these two
items, it includes another two items intended for B but encrypted using Kb:
the session key Ks, and an identifier of A (its network address) IDA.

3. A stores the session key Ks and forwards the information encrypted with
Kb to B: EKDb [Ks||IDA] where || denotes concatenation.

B now knows the session key Ks, that the other party is A, and that the
information originated at the KDC (because it was encrypted using Kb). At
this point Ks has been delivered securely to A and B for their session.

Two additional steps in the process are desirable:

4. Using the newly minted session key for encryption, B sends a nonce N2
to A.

5. Also, using Ks, A responds with f(N2) where f is a function transforming
N2 (say add one).
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The algorithm makes use of triple DES and has the following:

— Input: Two pseudorandom inputs drive the algorithm. One is a 64

bit representation of the current date and time updated on each no.
generation. The other is a 64 bit seed value initialized to some

arbitrary value and updated during the generation process.

— Keys: The generator makes use of three triple DES encryption modules.
All three make use of the same pair of 56 bit keys, which must be

kept secret.

— Qutput: These are a 64 bit pseudorandom no. (Ri) and a 64 bit seed
value (Vi+1).

[12 Marks]

[7 Marks]
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(i)

1. The function should be a full-period generating function (i.e. should
generate all numbers between 0 and m before repeating).

2. The generated sequence should appear random. The sequence is not
random at all but there is a wide variety of tests to assess the degree
of randomness exhibited.

3. The function should implement efficiently with 32-bit arithmetic.

(i)

The output produces ciphertext continuously when no input is available as
the random number generator takes over producing a series of encrypted
random numbers. Shown in figure.
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(i)
A Group {G, -} is a set under some operation (-)* if it satisfies the following 4 axioms:

1. Closure (A,): For any two elements a,b € G, c=a-b € G

2. Associativity (A42): For any three elements a.b,c € G, (a-b)-c=a-(b-¢)

3. Identity (43): There exists an Identity element e € G suchthatV,.5, a-e =
€0 =a.

4 1

4. Inverse (4,): Each element in G has an inverse i.e*, ¥V, cq Jo-1cq, ¢ -a =

ata=e.

If in addition the set follows the axiom:
5. Commutativity (45): Forany a,b € G,a-b=0b-a.

it is then said to be an Abelian group.

[3 Marks]

[3 Marks]
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(i)
A Ring {I?,,+, x} is a set with two binary operations® addition and multiplication
that satisfies the following axioms:

1. Abelian Group under addition (4; — As): It satisfies all of the axioms for
an Abelian group (all of the above) with the operation of addition. The identity
element is 0 and the inverse is denoted —a.

g ¢ =ab

m
-

m

2. Closure under multiplication (M;): For any two elements a, b
Iy

3. Associativity of multiplication (Ms): For any elements a, b,c € Ry, (ab)e =
a(be)

4. Distributive (M3): For any elements a,b,¢ € Ry, a(b+¢) = ab+ ac
If in addition the Ring follows the axiom:

5. Commutativity (M,): Forany a,b € R,, ab = ba.

it is then said to be a commutative ring.

(iii) A number is said to be co-prime if it’s only positive divisors are itself
and 1. Another name is relatively prime.

(iv) A least residue is the remainder left when one number is operated on
modulo some other number.

(v) A residue class is the set of numbers congruent to a least residue modulo
m.

The result can be shown to be {37} and m(x) is not needed in this case.

The value of m(x) given here is that used in AES.

The set of all value less than n=pq is {1, pg-1}

The set of multiples of p is {p, 2p,...,(q-1)p}

The set of multiples of q is {q, 2q,...,(p-1)q}

The set relatively prime to n is {1,pg-1} — {p, 2p,...,(-1)p} - {q,

20,...,(p-1)a}
e The number of the above set is (pg-1) — (g-1) — (p-1) = (p-1)(g-1)
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(i)

(i)

no

H can be applied to a block of data of any size.

H produces a fixed-length output.

H(x) is relatively easy to compute for any given x, making both
hardware and software implementations practical.

For any given code h, it is computationally infeasible to find x such
that H(x) =h.

For any given block x, it is computationally infeasible to find y 6= x
with H(y) = H(x) (sometimes referred to as weak collision
property).

It is computationally infeasible to find any pair (X, y) such that H(x)
= H(y) (sometimes referred to as strong collision property).

The source, A is prepared to “sign” a message by appending the
appropriate m-bit hash code and encrypting that hash code with A’s
private key.

The opponent generates 2m/2 variations on the message, all of which
convey essentially the same meaning. The opponent prepares an
equal number of messages, all of which are variations of the
fraudulent message to be substituted for the real one.

The two sets of messages are compared to find a pair of messages
that produce the same hash code. The probability of success is
greater than 0.5. If no match is found, additional valid and fraudulent
messages are generated until a match is made.

The opponent offers the valid variation to A for signature. This
signature can then be attached to the fraudulent variation for
transmission to the intended recipient.

Because the two variations have the same hash code, they will
produce the same signature; the opponent is assured of success even
though the encryption key is not known.
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[5 Marks]
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Q6a

In order to carmy ont a DEA armack, 2 method must be devized to produce a random set
of 7 plaintext inpurs that can be sent to the crvptosystem for encryption’ . On raceiving
these plamtext inputs, pi;. 1 = j = J, the board will begin to nm itz algortim
and draw varying amounts of power. These power flucmations can be sampled using
2 digitzl sampling cscilloscope which should be capable of samipling ar sbowt 20-30
mmes the clock frequency being nsed.

The waveforms ohserved for esch pi; can be represented as a mamix tu,f',ﬁ. whers
1=k < K. A second cohunn mariz, oo;, can also be used to represent the cipherrext
output. Inpractice, eack row of wyf;, would probably be stored as a separare file for ease
of processing. Having captured each power wavefonn and ciphertext ourput, 2 finction
known as a pariinening fmcion, DY), must now be definred This fanction will allow
divizion of the mamb: wyf;, nto two sub-matrices wft,, and wfly, contaming P and
) rovws respectively, with 1 < p < Pand 1 < ¢ < &) where F + @ = J. Provided
that the mputs pé; were rapdomly produced, then P = @ = J/2as J — ¢ (ie the
waveforms will be divided aqually between the two sets).

The partitioning functon allows the division of wf; because it calonlates the value of
2 parmtoular bit, at paronlar times, during the operation of the algorithm. If the valus
of this bit 15 koown, thea it will also e known whertker or not a power bias should
have ocowred in the capnured waveform. For a 1, 2 bias should occour, and for a 0 it
shouldn't. Separating the waveforms inro two separate mamices (one in which the bias
ocoured and anotber in which it dide't) will allow sveraging to reduce the nodse and
enhance the bizs (ifit oooured). For randomly chosen plaintexss, the ourput of the D)
funcrion will equal either 3 1 or 0 with probahbilicy ]5 (this is just another statament of
the factthat P = @ = J/Zas J — ool

Amn example of a pamtitioning function is:

D0y, O, Kig) = 0y & SBOX 10 @ Kqs) (1n

where SBOX1() is a fumcmow that ourpars the marget bir of 5-boo 1 in the last round of
DES (in this cass it’s the first bir), < is the one bit of co; that is exclnsve OF ed with
thus i, &y 15 the 6 bits of co; that is exclusive OF "ed with the last rovnds subley and
H g i the & bits of the last ronnd’s subkey that is mput o S-boe 1.

The value of this pardnowing function romst be caloulared ar some point throughour
the algonthm. So, if the valnes £, © and Ky can be detemuned. it will be known
whether or not a power bias ocowrad in each waveform It is assumed thar the values
7 and O can be determined and the value of the subkey Ry is the mformation
songht. To find rhis, an exhaustive search needs to be carred out. As itis 6 bits long, 3
total of 2° = 64 subkeys will need to be tested. The right one will produce the comect
value of the pamitioning bit for every plaintext mput. However, the meomect one will
only produce the correct result with probabiling 1} In: this case, the two sets w0z and
wf 1ge will containa randoraly® disoibuted collection of waveforms which will averags

1Tkis mechod must be 2utozmared 23 the mumbar of razdons plaiztext izpeats will ba quite lazge

*Tha subscaipts j and k ame weed o idextify the plaintaxt oumber causizg e woveform mnd the tims
sample paint witk= thar particalas waveform, raspectialy.

TPronidaed e plaintes: inputs are modomly chossn.
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ot to the same result. The differental oace (disonssed below) will thus show 2 power
fpias for the correct key only. Of course it means thar 4 differenial waces are peedad
Tour this is 2 vast improvement over a brute force search of the enire 56 bin kay.
Mathematically, the partiioning of wf;; can be reprasented as

wflpe = {af | D) =0} (12}

and

wflg = {ufplD()=1} (13)
Once the marrices wifly,, and w1, have beew setup, the average of each is then tzken
producing mao wavefornms awf 0, and awfl; both consisnng of K samples. By taking
the averages of each the noise gars reduced 1o very small levels ur the power spikes in
wf 1y will be reinforced. However, averaging will not reduce amy pertodic noise con-
mined within the power waveforms and inhsrent to the operanons on the cryptographic
Board. This can largely be elimimated by subtracting au'_fﬂpk from -:m:'_fl_!* (this can
ize thonghr of as demodulanng 2 modulated signal o reveal the “baseband”, where the
penodic noise 1= the “carrder™). The only waveform remaining will be the one with a
mwamiber of bias pomts identifying the posidons where the targer bir was manipulaed.
This trace is known as a differental race, S0
Agmn in marthemancal terms, the above can be stared as

1 1.2 )
aefly = - 3 whe= sz-fﬂ# (4
il =1
and
1 12 .
aufl, = & Z wlp = 52-@11Jc (15
mgf g ugd a=1

The diferential wace &0y, is then obmined as

Ay = awfly — augfiy [41]

The lazr five equations can now be condensad inmo ons:

T Diwfa T (1 — DN
i D0 Tiail— D)
Az J — oo, the power bizses will averaze our to 3 value © which will ocour at dmes
k- each tme the rarges bir D was manipulated. In this linut, the averages anef, and
awf 1, will tend roward the expecmanon &Y wf0y | and & {wf1, |, and equanions 18 and

17 wll comverge to

Al =

an

Ejufly} —E{uwfle} =« attmes & =kp (1)

amd

Efafle} — Elwfie } =0, artimes & &£ ko {189

Therefore, at dmes & = bp, there will be a power bias « vizible in the differenmnal mace.
At all other tmes, the power will be independent of the targer bit and the differental
race will tend towards 0.

The above will enly work if the subkey guess was comrect. For a1l other guesses the
parttonmg function will separare the waveforms rapdoinly, snd equatons 18 and 19
will condense o

Elewfl,} — Blwfog) =0, ik L.

Az mentioned above, 64 differentzl waces are needed o detenmnine which key iz the
correct one. Theorerically, the one conraiming bizs spikes will allow detsmmimarnion of
the correct key bowever, in reality the other wavefonns will contain small spikes dos to
factors such as pon-randomm choices of plaintext inputs, statistncal biases in the 5-bowes
and & non-infivite munber of wavefonns collected. Generally howeser, the correct key
will shonw the largest bias spikes and can soll be determuned guite exsily.

The other 42 bits from the last round’s subkey can be determiined by applyving the ssme
method to the other 7 S-boxes?. A brute force search can then be nsed to obtzin the
remaining 8 bits of the 56 bit key

[13 Marks]




Q6b

Q6c

The following could be used as mitigation techniques for power attacks
in general:

1. Timing Randomisation: This involves placing random time delays
into the software so that a power analysis will not be possible. With
random delays introduced, a steady trigger will not be sufficient to allow
the averaging to work and will therefore act as a countermeasure.

2. Internal power supplies/power supply filtering: This would be another
method that could be used to reduce the possibility of a power attack.
For example, Adi Shamir proposes building a simple capacitance
network into each smartcard to allow the fluctuations to be contained
within the smartcard itself thereby preventing power attacks.

3. Data masking: One of the methods proposed consists of masking the
intermediate data (i.e. mask the input data and key before executing the
algorithm). This would make the power fluctuations independent of the
actual data.

4. Tamper Resistance: This involves placing some detection/prevention
system around the device to stop intruders gaining access to the power
fluctuations.

5. Fail Counters: A differential power analysis attack requires the
attacker to obtain a significant number of power waveforms. In order to
do this the attacker must have the ability to run quite a few encryptions
on the system under attack. If the number of encryptions were limited to
a certain number then the attacks would become increasingly difficult.
6. Removal of conditional elements: One of the main features used to
attack the square and multiply algorithm is the fact that it has a
conditional multiplication that depends on the value of the exponent bit
being operated upon. One suggested countermeasure is to implement
this multiplication in every round (regardless of the value of the bit) and
to only do a register update when the bitisa 1.

1. Unconditionally Secure defines a system where the ciphertext
generated does not contain enough information to determine
uniquely the corresponding plaintext no matter how much
ciphertext is available or how much computation power the
attacker has.

2. Computationally Secure defines a system where the cost of
breaking the cipher exceeds the value of the encrypted
information and the time required to break the cipher exceeds the
useful lifetime of the information

3. A cryptanalytic attack is one that tries to attack the mathematical
weaknesses of the algorithm

4. An implementation attack is one that tries to attack the actual

implementation of the cryptographic system such as a smart card.

[8 Marks]

[4 Marks]




