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Abstract: In this paper, we present a detailed tutorial on lineartangbysis and
differential cryptanalysis, the two most significant attacgpliaable to symmetric-key
block ciphers. The intent of the paper is to present a lucid explanait the attacks,
detailing the practical application of the attacks to a ciphea simple, conceptually
revealing manner for the novice cryptanalyst. The tutorial isdbasethe analysis of a
simple, yet realistically structured, basic Substitution-PermomaNetwork cipher.
Understanding the attacks as they apply to this structurefid, s the Rijndael cipher,
recently selected for the Advanced Encryption Standard (AES), hasdee®ed from
the basic SPN architecture. As well, experimental data fharattacks is presented as
confirmation of the applicability of the concepts as outlined.



1. Introduction

In this paper, we present a tutorial on two powerful cryptaimtgchniques applied to
symmetric-key block ciphers: linear cryptanalysis [1] andedshtial cryptanalysis [2].
Linear cryptanalysis was introduced by Matsui at EUROCRY¥3lds a theoretical
attack on the Data Encryption Standard (DES) [3] and later sfallgsused in the
practical cryptanalysis of DES [4]; differential cryptarsy was first presented by
Biham and Shamir at CRYPTO 90 to attack DES and eventuallgetals of the attack
were packaged as a book [5]. Although the early target of both attacksB&ashe wide
applicability of both attacks to numerous other block ciphers has sedidifie pre-
eminence of both cryptanalysis techniques in the consideration afdhetg of all block
ciphers. For example, many of the candidates submitted for ttemtrédvanced
Encryption Standard process undertaken by the National Institutdaotle8ds and
Technology [6] were designed using techniques specifically edgat thwarting linear
and differential cryptanalysis. This is evident, for examplehéRijndael cipher [7], the
encryption algorithm selected to be the new standard. The concepisséid in this
paper could be used to form an initial understanding required to comprehehekitpe
principles and security analysis of the Rijndael cipher, as aglinany other ciphers
proposed in recent years.

The paper is structured as a tutorial and, as such, is intendedt toe rigorously
mathematical. It introduces the basic concepts of linear andettitfak cryptanalysis but
is by no means a definitive source for understanding all the nefimements and
improvements of the attacks over the years. The basic purpose mdgbeis to use a
simple (yet somewhat realistic) cipher structure to studyntbst basic concepts of the
two attacks. Other more formal discussions exist on the topic xaarm@e, overviews of
the attacks as applied to Substitution-Permutation Networks (thercstructured to be
considered in this paper) are presented in [8] and [9]. For a gemeodluction to block
ciphers and their analysis, see [10].

The need for a tutorial on the attacks arises from the verguifinature of both attacks
and the lack ofsimplified, yet detailed, reference material describing the attacks.
Conventional cryptographic references and texts [11][12][13][14] géimepresent
material on block ciphers in a very descriptive manner, witle ltetail illustrating the
concepts of the attacks. Consequently, most published materiaindetiad attacks has a
research focus and gives little intuition and explanation for theerpart. When the
basic concepts of the attack are described in the literatune Kéatsuis and Biham and
Shamirs original papers), they are typically presented imeeée to DES which is, in
nature, somewhat convoluted in a manner which interferes with thestantding the
cryptanalytic concepts.



2. A Basic Substitution-Per mutation Network Cipher

The cipher that we shall use to present the concepts is a héstti@ion-Permutation
Network (SPN). We will focus our discussion on a cipher, illustrateligure 1, that
takes a 16-bit input block and processes the block by repeating theopasations of a
round four times. Each round consists of (1) substitution, (2) a transpasfitthe bits
(i.e., permutation of the bit positions), and (3) key mixing. This bsasitcture was
presented by Feistel back in 1973 [15] and these basic operationsiae t9 what is
found in DES and many other modern ciphers, including Rijndael. So afthagare
considering a somewhat simplified structure, an analysis oéttaek of such a cipher
presents valuable insight into the security of larger, more practical octisisy

2.1 Substitution

In our cipher, we break the 16-bit data block into four 4-bit sub-blocks. &deblock
forms an input to a># S-box (a substitution with 4 input and 4 output bits), which can
be easily implemented with a table lookup of sixteen 4-bit valuesteddey the integer
represented by the 4 input bits. The most fundamental property obax iS-that it is a
nonlinear mapping, i.e., the output bits cannot be represented as a fiession on the
input bits.

For our cipher, we shall use the same nonlinear mapping for all S:HixéES all the

S-boxes in a round are different, while all rounds use the samaf &boxes.) The
attacks of linear and differential cryptanalysis apply equallywhether there is one
mapping or all S-boxes are different mappings. The mapping choseur fopber, given

in Table 1, is chosen from the S-boxes of DES. (It is therfisgtof the first S-box.) In

the table, the most significant bit of the hexadecimal notatioresepts the leftmost bit
of the S-box in Figure 1.
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Table 1. S-box Representation (in hexadecimal)

2.2 Permutation

The permutation portion of a round is simply the tranposition of the diitshe
permutation of the bit positions. The permutation of Figure 1 is givamlahe 2 (where
the numbers represent bit positions in the block, with 1 being thmoeftbit and 16
being the rightmost bit) and can be simply described as: the ouipuS-box| is
connected to inpytof S-boxi. Note that there would be no purpose for a permutation in
the last round and, hence, our cipher does not have one.
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Figure 1. Basic Substitution-Permutation Network (SPN) Cipher



2.3 Key Mixing

To achieve the key mixing, we use a simple bit-wise exclusReh&ween the key bits
associated with a round (referred to as a subkey) and the dataripatka a round. As
well, a subkey is applied following the last round, ensuring that tbie ldger of

substitution cannot be easily ignored by a cryptanalyst tmaplgiworks backward
through the last round’s substitution. Normally, in a cipher, the sufikeg round is

derived from the cipher’'s master key through a process known as the key sdneoiule.
cipher, we shall assume that all bits of the subkeys are indeyibndenerated and
unrelated.

2.4 Decryption

In order to decrypt, data is essentially passed backwards througtettherk. Hence,
decryption is also of the form of an SPN as illustrated in Eigur However, the
mappings used in the S-boxes of the decryption network are the invahseréppings
in the encryption network (i.e., input becomes output, output becomes input). This
implies that in order for an SPN to allow for decryption, all S-Boxeist be bijective,
that is, a one-to-one mapping with the same number input and output iseliA in
order for the network to properly decrypt, the subkeys are applied in reverserutdiee a
bits of the subkeys must be moved around according to the permutatfen SPN is to
look similar to Figure 1. Note also that the lack of the pernmuaifter the last round
ensures that the decryption network can be the same structhee exsctyption network.
(If there was a permutation after the last substitution lagethe encryption, the
decryption would require a permutation before the first layer of substitution.)



3. Linear Cryptanalysis

In this section, we outline the approach to attacking a cipher lisggy cryptanalysis
based on the example cipher of our basic SPN.

3.1 Overview of Basic Attack

Linear cryptanalysis tries to take advantage of high probalmbturrences of linear
expressions involving plaintext bits, "ciphertext" bits (actualtyshall use bits from the
2nd last round output), and subkey bits. It is a known plaintext attadkisthd is
premised on the attacker having information on a set of plaintextharwitresponding
ciphertexts. However, the attacker has no way to select whicimtepits (and
corresponding ciphertexts) are available. In many applications saadarios it is
reasonable to assume that the attacker has knowledge of a raridainplaentexts and
the corresponding ciphertexts.

The basic idea is to approximate the operation of a portion otiffteer with an
expression that is linear where the linearity refers to a Znbd-wise operation (i.e.,
exclusive-OR denoted byT). Such an expression is of the form:

X, OX, 0..0X, 0v, 0vY, 0..0Y, =0 (1)

whereX; represents thieth bit of the inputX = [Xy, X5, ...] andY; represents thieth bit of
the outputY = [Y1, Yz, ...]. This equation is representing the exclusive-OR "sumi of
input bits ands output bits.

The approach in linear cryptanalysis is to determine expressif the form above which
have a high olow probability of occurrence. (No obvious linearity such as abbwald

hold for all input and output values or the cipher would be trivially welala)cipher
displays a tendency for equation (1) to hold with high probability ohotat with high
probability, this is evidence of the cipher’'s poor randomization akili@®nsider that if

we randomly selected values fort+ v bits and placed them into the equation above, the
probability that the expression would hold would be exactly 1/2. It is the deviatiorsor bia
from the probability of 1/2 for an expression to hold that is exploitedinear
cryptanalysis: the further away that a linear expressiamms holding with a probability

of 1/2, the better the cryptanalyst is able to apply linegrtanalysis. In the remainder of
the paper, we refer to the amount by which the probability of arlieepression holding
deviates from 1/2 as thiénear probability bias. Hence, if the expression above holds
with probability p. for randomly chosen plaintexts and the corresponding ciphertexts,
then the probability bias 1 — 1/2. The higher the magnitude of the probability b@s, |

— 1/2|, the better the applicability of linear cryptanalygith fewer known plaintexts
required in the attack.

There are several ways to mount the attack of linear cryg&saln this paper, we shall
focus on what Matsui calls Algorithm 2 [1]. We investigate the ttooson of a linear
approximation involving plaintext bits as representecby (1) and the input to the last



round of the cipher (or equivalently the output of the 2nd last round of ther)cghe
represented by in (1). The plaintext bits are random and consequently so are the input
bits to the last round.

Equation (1) could be equivalently reformulated to have the right sidg thee sum of a
number of subkey bits. However, in (1) as written with the rightsid@", the equation
implicitly has subkey bits involved: these bits are fixed but unknowentliay are
determined by the key under attack) and implicity absorbed inttOthen the right side

of equation (1) and the probabilipy that the linear expression holds. If the sum of the
involved subkey bits is "0", the bias of (1) will have the same stgir ) as the bias of
the expression involving the subkey sum and, if the sum of the involved sulbkey bi
"1", the bias of (1) will have the opposite sign.

Note thatp, = 1 implies that linear expression (1) is a perfect reprasentof the cipher
behaviour and the cipher has a catastrophic weakngss~=I0, then (1) represents an
affine relationship in the cipher, also an indication of a catastrepag&ness. For mod-2
addition systems, an affine function is simply the complementliokar function. Both
linear and affine approximations, indicated fay> 1/2 andp_ < 1/2, respectively, are
equally susceptible to linear cryptanalysis and we shall génerse the term linear to
refer to both linear and affine relationships.

The natural question to ask is: How do we construct expressions areidtighly linear
and, hence, can be exploited? This is done by considering the mspdrthe cipher’s
only nonlinear component: the S-box. When the nonlinearity properties Sfloa are
enumerated, it is possible to develop linear approximations betweefseput and
output bits in the S-box. Consequently, it is possible to concatenade dipgroximations
of the S-boxes together so that intermediate bits (i.e., data bits from withipliee) can
be cancelled out and we are left with a linear expressionhwis a large bias and
involves only plaintext and the last round input bits.

3.2 Piling-Up Principle
Before we consider constructing a linear expression for the @gasipher of this paper,
we need some basic tools. Consider two random binary varixblasdX,. We begin by

noting the simple relationshipX;i[1X; = 0 is a linear expression and is equivalerXte
Xo; X10Xz = 1 is an affine expression and is equivalenX{oz X, .

Now, assume that the probability distributions are given by

. . Op ,i=0
Pr(xl:l):El—lp o1
(L
and
.. Op =0
Pr(X2:|):El_2p o1
2 T



If the two random variables are independent, then

O pp, i=0,j=0
1- i=0j=1

PI(X, =i, X, = ) = p 1= p,) =0
0 (1_p1)p2 1=1j=0

E(l_ pl)(l_ pz) ’i ::L J =1
and it can be shown that

PrX; 0 Xz = 0) = PrKi = Xp)
= Pri, = 0,X, = 0) + Pri&, = 1,X, = 1)
=p1P2 + (1-p1)(1-p2).

Another perspective is to lgiy = 1/24; and p, = 1/24, wheree; and g, are the
probability biases an€l/2< g;,6, < +1/2. Hence, it follows that

PI’(Xl X, = 0) =1/2 + 215,
and the bias;,0f X; 0 X, =0 is
€12= 2160
This can be extended to more than two random binary variallesp X, with
probabilitiesp; = 1/2+¢; to p, = 1/24€,. The probability thaX; O ... 0 X, = 0 holds can
be determined by theiling-Up Lemma which assumes that allrandom binary variables

are independent.

Piling-Up Lemma (Matsui [1])
Forn independent, random binary variabl¥s, Xy, .. X,,

Pro<, O ...0 Xy = 0) = 1/2 +2”-1|‘J £

| =
or, equivalently,
n

8112’“[] = 2”‘1 ” El
1=

whereg; >, represents the bias ¥f 01 ... [0 X, = 0.

Note that ifp; = 0 or 1 for alli, then Pr§; O ...00 X, =0) =0 or 1. If only ong; = 1/2,
then PrK; O ...0 X, =0) =1/2.

In developing the linear approximation of a cipher, Xh&alues will actually represent
linear approximations of the S-boxes. For example, consider four indepeaddom



binary variables)i, Xz, Xz andX,. Let PriX; 0 X; = 0) = 1/2 +&1,and Prik, 0 X3 = 0) =
1/2 +¢&, 3 and consider the suxy 0 X3 to be derived by adding; [0 X, andX; [0 X3
together. Hence,

PI'(X]_ UXs= 0) = PF(P(]_ U Xz] U [X2 U X3] = O)

So we are combining linear expressions to form a new lineaegsipn. Since we may
consider random variableg [ X, andX; O X3 to be independent, we can use the Piling-
Up Lemma, to determine

Pr(Xl O Xz = 0) =1/2 + 21,282,3

and, consequently,

€13= €163

As we shall see, the expressiofisl X; = 0 andX; [0 X3 = 0 are analogous to linear
approximations of S-boxes aXg J X3 = 0 is analogous to a cipher approximation where
the intermediate biX; is eliminated. Of course, the real analysis will be more cexnpl
involving many S-box approximations.

3.3 Analyzing the Cipher Components

Before considering the attack in any more detail on the ovapdier, we first require
knowledge of the linear vulnerabilities of an S-box. Consider the Sdmrrgentation of
Figure 2 with inputX = [X; Xz X3 X4] and a corresponding outp¥t= [Y1 Y2 Y3 Y4]. All
linear approximations can be examined to determine their usefldgessmputing the
probability bias for each. Hence, we are examining all expressibribe form of
equation (1) wherX andY are the S-box input and outputs, respectively.

X1 X2 X3
Vb L
SA:Eix Figure 2. S-box Mapping
vy oYy
Y. Y2 Y3 Y,

For example, for the S-box used in our cipher, consider the linear sxpres
X, O0X,0Y,0Y;0Y, =0 or equivalently

X,0X,=Y,0Y,0Y,.



Applying all 16 possible input values fdrand examining the corresponding output
valuesyY, it may be observed that for exactly 12 out the 16 cases, the expression above
holds true. Hence, the probability bias is 122 = 1/4. This is presented in Table 3.
Similarly, for equation
X, O X, =Y,

it may be seen that the probability bias is 0 and for equation

X, 0X,=Y,0Y,
the probability bias is 2/2a/2 =-3/8. In the last case, the best approximation is an
affine approximation as indicated by the minus sign. However, the success cditkesatt

based on magnitude of the bias and, as we shall see, affine appiaxsntan be used
equivalently to linear approximations.

Xo | X2 | Xa | Xal Yo | Yo | Yz | Ya | Xo| Yo | Xe | Y2 | X3 | Y1
OXs | OYs | OX4 OXq | OYs
OY,
o] o] o] o) 2| 1| 1| ofj o/ o o 13 o {1
o/l o/l o] 2] of 1] of of o o 1 1 1 ¢
o] o] 1] o) 2| 1] o 1] 1] o o 1 1 ¢
ol o/ 1] 12} of ol of 1f 1, 1 11 o o 1%
o] 1] 0] of o] ol 1] o] a1/ 1} o o 0o ¢
o 1] o] 2| 1| 1| 2| 1] 2] 1] 1 1 1 ¢
O | 1] 1] o) 2] of 1] 1] of 1] o o 1 ¢
0 | 1 1] 1) 2] o o] of o 1 1 o o 1
1] 0] 0] o] o] o] 1 1, o] o 1 o o 1
1/ 0] 0] 1) 1] of 1] o) of o o o 1 1
1/ 0] 1] 0o} of 1] 1] o] 1 1] 1 14 1
1/ 0| 1] 12} 1] 1] of o) 1 1 o 1 o 1
1/ 1/ 0] o) o 1] of 21} 1] af 1 1 o {1
1] 1] 0] 2} 1] o ol 1/ 1] o o o 1
1] 1] 1] 0o} o/ of ol of of o 1 o 1 d
1/ 1/ 1] 1] ol 1| 1| 1| o of o 1 o 1

Table 3. Sample Linear Approximations of S-box
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Output Sum

o 1 2 3 4 5 6 7 8 9 A B C D E -

oj+8, 0| 0 0| 0] O o 0f 0, 0] O O] O] O} 0] O

1 ol 0|-2|-2| 0] O|-2|+6|+2|+2| O] O +2|+2] O] O

2 o, 0|-2|-2| 0| O -2|-2| O] O|+2,+2| O| O] -6| +2
:]3oooooooo+2—6—2—2+2+2—2—2
4 O +2| 0| -2|-2|-4|-2| 0| O|-=2| O|+2|+2| 4| +2| O

P 5] 0 2|2 02| 0|+ +2| 2| 0 —4|+2 0 2| -2 0
t 6] 0/ +2|-2|+4|+2] O 0/ +2| O|-2|+2|+4 2| 0| O] -2
7 O 2| O0|+2|+2| -4|+2| O|-2| O|+2] O|+4|+2| O] +2

S 8 O, 0| O] O O] O, O O|-2|+2|+2| -2|+2|-2|-2]| -6
u o9 of 0,-2|-2| 0| 0| -2|-2|-4| O|-2/+2| 0| +4 | +2| -2
m A O|+4| -2|+2| -4 O|+2| 2| +2|+2| 0| 0| +2|+2| O| O
B O +4, O|-4|+4| O] +4| O] O| O| O O] O] 0O, O] O

C| O|-2|+4|-2|-2| 0/ +2| O|+2| O|+2|+4| 0| +2| 0] -2

D O +2|+2| 0| -2|+4 O|+2| 4| -2|+42| 0| +2] 0| O +2

E o(+2|+2| 0| -2|-4| 0| +2|-2| O] O|-2|-4|+2|-2| O

F 0l -2|-4|-2|-2| 0|+2, O] O|-2|+4|-2|-2| 0|+2| O

Table 4. Linear Approximation Table

A complete enumeration of all linear approximations of the S-baur cipher is given

in the linear approximation table of Table 4. Each element in the table represents the
number of matches between the linear equation represented in ¢imadas "Input
Sum" and the sum of the output bits represented in hexadecimaugmit@um" minus

8. Hence, dividing an element value by 16 gives the probability biathéoparticular
linear combination of input and output bits. The hexadecimal value refiresa sum,
when viewed as a binary value indicates the variables involved irutheFor a linear
combination of input variables represented@%; Ja,X,0agXsasX4 wherea; [ {0,1}

and T represents binary AND, the hexadecimal value represents ttaybvalue
ayarazas, Wherea; is the most significant bit. Similarly, for a linear combination of output
bits by [Y; [0 bo[Y, O bslY3 O by, whereb; O {0,1}, the hexadecimal value represents the
binary vectom;b,bsb,. Hence, the bias of linear equaténl] X, =Y; O Y4 (hex input 3
and hex output 9) is6/16 =—-3/8 and the probability that the linear equation holds true is
given by 1/2- 3/8 = 1/8.

Some basic properties of the linear approximation table can be Rotedxample, the
probability that any sum of a non-empty subset of output bits is dqutie sum
involving no input bits is exactly 1/2 since any linear combination gbuiubits must
have an equal number of zeros and ones for a bijective S-box. Alsojndz |
combination involving no output bits will always equal the linear combination of no input
bits resulting in a bias of +1/2 and a table value of +8 in theefbwdrner. Hence, the
top row of the table is all zeros, except for the leftmost v&umilarly, the first column

11



is all zeros except for the topmost value. It can also be notesitheof any row or any
column must be either +8 6B. We leave the proof of this as an exercise to the reader.

3.4 Constructing Linear Approximations for the Complete Cipher

Once the linear approximation information has been compiled for tlex&stn an SPN,
we have the data to proceed with determining linear approximatfahe overall cipher
of the form of equation (1). This can be achieved by concatgnappropriate linear
approximations of S-boxes. By constructing a linear approximation imgpipiaintext
bits and data bits from the output of the second last round of S-boxeqossible to
attack the cipher by recovering a subset of the subkey bitfotlwat the last round. We
illustrate with an example.

Consider an approximation involvir§ys, S», Sz, andSs4 as illustrated in Figure 3. Note
that this actually develops an expression for the first 3 rounti®eatipher and not the
full 4 rounds. We shall see how this is useful in deriving the subkeyafier the last
round in the next section.

We use the following approximations of the S-box:

Sz X1O0X30Xs =Y, with probability 12/16 and bias +1/4

S Xo = Yol1Yy with probability 4/16 and biasl/4

S32: Xo = Yol1Yy with probability 4/16 and biasl/4

Ss Xo = YoV, with probability 4/16 and biasl/4
Letting U; (V;) represent the 16-bit block of bits at the input (output) of the rou$d
boxes andU;; (Vi;) represent thgth bit of blockU; (Vi) (where bits are numbered from 1
to 16 from left to right in the figure of the cipher). Similaiigt K; represent the subkey
block of bits exclusive-ORed at the input to roundith the exception th&s is the key
exclusive-ORed at the output of round 4.

Hence,U; = P 00 K; whereP represents the block of 16 plaintext bits and fepresents
the bit-wise exclusive-OR. Using the linear approximation of the 1st round, wadke

Vie =UisUUi70Usg (2
= (P5 ] K1’5) [l (P7 ] K1’7) [l (Pg ] Klyg)

with probability 3/4. For the approximation in the 2nd round, we have
Voe U Vog=Uszs
with probability 1/4. SincéJ, s = V16 0 K2 6, We can get an approximation of the form

Vol Vog=Viel Kap

12
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Figure 3. Sample Linear Approximation
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with probability 1/4 and combining this with (2) which holds with probabitf 3/4
gives

Vo VogPs P, OPs 0 Kyis Ky 70Ky Koe=0 3)
which holds with probability of 1/2 + 2(3f4/2)(1/4-1/2) = 3/8 (that is, with a bias of
-1/8) by application of the Piling-Up Lemma. Note that we aregugie assumption that
the approximations of S-boxes are independent which, although noly stactect,
works well in practice for most ciphers.

For round 3, we note that
V36U V3g=Usg
with probability 1/4 and
V3140 V316 = U314
with probability 1/4. Hence, sindés s = V26 1 K36 andUsz 14 =V g [1 K3 14,

V36U V3l V31400 V31610 Vo Kz Vo g Kz14=0 (4)

with probability of 1/2 + 2(1/41/2) = 5/8 (that is, with a bias of +1/8). Again, we have
applied the Piling-Up Lemma.

Now combining (3) and (4), to incorporate all four S-box approximations, we get

V36 V3gl V31400 V3160 Ps P70 Pg
| K1’5 | K1’7 O Klyg O K2’6 O K316 O K3’14: 0.

Noting thatUass = V36 U Kag, Uag = V3140 Kag, Usa1a=Vag [ Ka 14 andUas 16 = V3,16 U
Ka,16 We can then write

Use O Usg O Ug140 Ugr60 Ps O P; O Pg O 2k = O.
where
2k =Ky s U K7U Ky g O Kog U Ka g U Ka 14 Kag U Kag U Ka 14U Ka 16
andZy is fixed at either O or 1 depending on the key of the cipher. Bycapipi of the
Piling-Up Lemma, the above expression holds  with probability

1/2+2(3/14-1/2)(1/4-1/2)® = 15/32 (that is, with a bias efl/32).

Now sinceXk is fixed, we note that

14



Use O Usg 0 Ug1a0 Us160Ps O P, 0Pg=0 (5)

must hold with a probability of either 15/32 or(5/32) = 17/32, depending on whether
>k = 0 or 1, respectively. In other words, we now have a linear apprivaimat the first
three rounds of the cipher with a bias of magnitude 1/32. We must navgslisow such
a bias can be used to determine some of the key bits.

3.5 Extracting Key Bits

Once anR-1 round linear approximation is discovered for a cipheR obunds with a
suitably large enough linear probability bias, it is conceivablattack the cipher by
recovering bits of the last subkey. In the case of our exampherciit is possible to
extract bits from subkel{s given a 3 round linear approximation. We shall refer to the
bits to be recovered from the last subkey astahget partial subkey. Specifically, the
target partial subkey bits are the bits from the last sublsocieed with the S-boxes in
the last round influenced by the data bits involved in the linear approximation.

The process followed involves partially decrypting the last roundthef cipher.
Specifically, for all possible values of the target parsabkey, the corresponding
ciphertext bits are exclusive-ORed with the bits of theetapgrtial subkey and the result
is run backwards through the corresponding S-boxes. This is done fénaiin
plaintext/ciphertext samples and a count is kept for each valubeotatget partial
subkey. The count for a particular target partial subkey valugiemented when the
linear expression holds true for the bits into the last rounds Sshi@etermined by the
partial decryption) and the known plaintext bits. The target pastibkey value which
has the count which differs the greatest from half the numbgiamitext/ciphertext
samples is assumed to represent the correct values of teegartal subkey bits. This
works because it is assumed that the correct partial subkeywidlluesult in the linear
approximation holding with a probability significantly different frda2. (Whether it is
above or below 1/2 depends on whether a linear or affine expressite ibest
approximation and this depends on the unknown values of the subkey bits iynplicitl
involved in the linear expression.) An incorrect subkey is assumedulb irea relatively
random guess at the bits entering the S-boxes of the last round amgsult, the linear
expression will hold with a probability close to 1/2.

Lets now put this into the context of our example. The linear sgpe of (5) affects the
inputs to S-boxe&,; andSy, in the last round. For each plaintext/ciphertext sample, we
would try all 256 values for the target partial subkKyd.Kssg Ks13.Ks14. For each
partial subkey value, we would increment the count whenever equation (5)thmds
where we determine the value &f4s...Us g U 13..Us14 Dy running the data backwards
through the target partial subkey and S-ba8gsandS,4. The count which deviates the
largest from half of the number of plaintext/ciphertext samiglessumed to the correct
value. Whether the deviation is positive or negative will depend on thesvalf the
subkey bits involved ixx. WhenZk = 0, the linear approximation of (5) will serve as the
estimate (with probability < 1/2) and wh&g = 1, (5) will hold with a probability > 1/2.

15



We have simulated attacking our basic cipher by generating 10000 known
plaintext/ciphertext values and following the cryptanalytic psscdescribed for partial
subkey valuesHKss.Ksg = [0010] (hex 2) andKs13..Ks1d = [0100] (hex 4). As
expected, the count which differed the most from 5000 corresponded tb gargel
subkey value [2,4lx confirming that the attack has successfully derived the subkey bit
Table 5 highlights a partial summary of the data derived fronsd&ey counts. (The
complete data involves 256 data entries, one for each target patildy value.) The
values in the table indicate the bias magnitude derived from

| bias | = | count- 5000 | / 10000
where the count is the count corresponding to the particular partial subkey value.
As can be seen from the partial results in the table, tigedtibias occurs for partial

subkey valueKss..Ks s Ks13.Ks1d = [2,4] and this observation was, in fact, found to
be true for the complete set of partial subkey values.

partial subkey | bias | partial subkey | bias |
[K5,5...K5,8, K5,13..K5,16] [K5,5...K5,8, K5,13...K5,16;|

1C 0.0031 2A 0.0044
1D 0.0078 2B 0.0186
1E 0.0071 2C 0.0094
1F 0.0170 2D 0.0053
20 0.0025 2E 0.0062
21 0.0220 2 F 0.0133
22 0.0211 30 0.0027
23 0.0064 31 0.0050
24 0.0336 32 0.0075
25 0.0106 33 0.0162
26 0.0096 34 0.0218
27 0.0074 35 0.0052
28 0.0224 36 0.0056
29 0.0054 37 0.0048

Table 5. Experimental Results for Linear Attack

The experimentally determined bias value of 0.0336 is very close to the expeuatedival
1/32 = 0.03125. Note that, although the correct target partial subkegldsaly the
highest bias, other large bias values occur indicating that thmimedon of incorrect
target partial subkeys is not precisely equivalent to compaandom data to a linear
expression (where the bias could be expected to be very clog®)}olzeonsistencies in
the experimental biases can occur for several reasons including-tlb& properties
influencing the partial decryption for different partial subkeyueal the imprecision of
the independence assumption required for use in the Piling-Up Lesnichdhe influence
of linear hulls (to be discussed in the next section).
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3.6 Complexity of Attack

We refer to the S-boxes involved in the linear approximaticacige S-boxes. In Figure
3, the four S-boxes in rounds 1 to 3 influenced by the highlighted linescave. The

probability that a linear expression holds true is related tdirtbar probability bias in

the active S-boxes and the number of active S-boxes. In generakgéethe magnitude
of the bias in the S-boxes, the larger the magnitude of the bihe okerall expression.
Also, the fewer active S-boxes, the larger the magnitude of thalbleear expression
bias.

Let € represent the bias from 1/2 of the probability that the linepression for the
complete cipher holds. In his paper, Matsui shows that the number ofkrlaimtexts
required in the attack is proportionalefé and, letting\, represent the number of known
plaintexts required, it is reasonable to approxinvatby

N, = 1/%

In practice, it is generally reasonable to expect some smalliple of €2 known
plaintexts are required. Although strictly speaking, the complefitthe cryptanalysis
could be characterized in both time and space (or memory) domainstewé the data
required to mount the attack when considering the complexitiyeo€ityptanalysis. That
IS, we assume that if we are able to acgNjrelaintexts, we are able to process them.

Since the bias is derived using the Piling-Up Lemma where eawchih the product
refers to an S-box approximation, it is easy to see that theshi@pendent on the biases
of the S-box linear approximations and the number of active S-boxelved. General
approaches to providing security against linear cryptanalyss foaused on optimizing
the S-boxes (i.e., minimizing the largest bias) and finding strigctiorenaximize the
number of active S-boxes. The design principles of Rijndael aexaeilent example of
such an approach.

It must be cautioned, however, the concept of a "proof” of secariiydar cryptanalysis
is usually premised on the nonexistence of highly likely linparaimations. However,
the computation of the probability of such linear approximations isdbase the
assumption that each S-box approximation is independent (so that tigelRilinemma
can be used) and on the assumption that one linear approximation sdeearia
particular set of active S-boxes) is sufficient to deterntire best linear expression
between plaintext bits and data bits at the input to the last rdtedeality is that the S-
box approximations are not independent and this can have significantt impahe
computation of the probability. Also, linear approximation scenaneslving the same
plaintext and last round input bits but different sets of active Ssbcere combine to give
a linear probability higher than that predicted by one settfeaS-boxes. This concept
is referred to as a&inear hull [16]. Most notably for example, a number of linear
approximation scenarios may have very small biases and on thegeammto imply that
a cipher might be immune to a linear attack. However, when thes®arsos are
combined, the resulting linear expression of plaintext and last round input biishaige
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a very high bias. Nevertheless, the approach outlined in this papes,to work well for
many ciphers because the independence assumption is a reasppai@ration and

when one linear approximation scenario of a particular set of é8thvaxes has a high
bias, it tends to dominate the linear hull.
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4. Differential Cryptanalysis

In this section, we now turn our focus to the application of differentigitanalysis to
the basic SPN cipher.

4.1 Overview of Basic Attack

Differential cryptanalysis exploits the high probability ofteen occurrences of plaintext
differences and differences into the last round of the cipherekample, consider a
system with inpuX = [X; Xz ... X;] and outputY = [Y; Y2 ... Y;]. Let two inputs to the
system beX' and X" with the corresponding outpu¥ andY”, respectively. The input
difference is given b@X = X' [0 X" where T" represents a bit-wise exclusive-OR of the
n-bit vectors and, hence,

AX =[DX, BX, ...AX, ]

where AX, = X/ O X" with X{" andX;" representing theth bit of X' andX", respectively.
Similarly, AY =Y' [0 Y" is the output difference and

AY =[AY, AY, ...AY,]
whereAY; =Y,'0Y/".

In an ideally randomizing cipher, the probability that a particulapuudifferenceAY
occurs given a particular input differen is 1/2' wheren is the number of bits of.
Differential cryptanalysis seeks to exploit a scenario wheguarticulal\Y occurs given a
particular input differenc@&X with a very high probabilitypp (i.e., much greater than
1/2"). The pair £X, AY) is referred to as differential.

Differential cryptanalysis is a chosen plaintext attack, meathiaigthe attacker is able to
select inputs and examine outputs in an attempt to derive the keydiffesential
cryptanalysis, the attacker will select pairs of inpMtaandX”, to satisfy a particulakX,
knowing that for thafA\X value, a particuladY value occurs with high probability.

In this paper, we investigate the construction of a differerftid, AY) involving
plaintext bits as represented By and the input to the last round of the cipher as
represented bY. We shall do this by examining high liketifferential characteristics
where a differential characteristic is a sequence of inpdtautput differences to the
rounds so that the output difference from one round corresponds to the ifgnenadié

for the next round. Using the highly likely differential charaste gives us the
opportunity to exploit information coming into the last round of the ciphelerive bits
from the last layer of subkeys.

As with linear cryptanalysis, to construct highly likely di#fatial characteristics, we
examine the properties of individual S-boxes and use these propgertietermine the
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complete differential characteristic. Specifically, we cdesithe input and output
differences of the S-boxes in order to determine a high prolyabiliference pair.
Combining S-box difference pairs from round to round so that the nonzero output
difference bits from one round correspond to the non-zero input diffeletscef the

next round, enables us to find a high probability differential consistirte plaintext
difference and the difference of the input to the last round. The sbltkeyf the cipher

end up disappearing from the difference expression because thawalved in both

data sets and, hence, considering their influence on the differenceemwotclusive-
ORing subkey bits with themselves, the result of which is zero.

4.2 Analyzing the Cipher Components

We examine now the difference pairs of an S-box. Considerth&box representation
of Figure 2 with inpulX = [X; Xy X3 X4] and outputy = [Y1 Y2 Y3 Y4]. All difference pairs
of an S-box, £X, AY), can be examined and the probability0f given AX can be
derived by considering input pair¥'( X") such thaiX' [0 X" = AX. Since the ordering of
the pair is not relevant, for ax4 S-box we need only consider all 16 valuesXoand
then the value dAX constrains the value &' to beX" =X 0 AX.

Considering the S-box of our cipher given in Section 2, we can derive the resulting values
of AY for each input pairX, X"=X' 0O AX). For example, the binary valuesXfY, and

the corresponding values fAl for given input pairsX, X 00 AX) are presented in Table

6 for AX values of 1011 (hex B), 1000 (hex 8), and 0100 (hex 4). The last three columns
of the table represefiY values for the value of (as given by the row) and the particular

AX value for each column. From the table, we can see that the nundimuofences of

AY = 0010 forAX = 1011 is 8 out of 16 possible values (i.e., a probability of 8/16); the
number of occurrences @Y = 1011 givenAX = 1000 is 4 out of 16; the number of
occurrences oY = 1010 givemAX = 0100 is 0 out of 16. If the S-box could be "ideal",
the number of occurrences of difference pair values would all be 1 to give a ptplodbil

1/16 of the occurrence of a particulgY value givemAX. (It turns out that such an "ideal"
S-box is not mathematically possible.)

We can tabularize the complete data for an S-box difference distribution table in
which the rows represedfX values (in hexadecimal) and the columns repreAdnt
values (in hexadecimal). The difference distribution table forSHmox of Table 1 is
given in Table 7. Each element of the table represents the numbecwfences of the
corresponding output differena®Y value given the input differencAX. Note that,
besides the special case d&X(= 0, AY = 0), the largest value in the table is 8,
corresponding taAX = B andAY = 2. Hence, the probability th&tY = 2 given an
arbitrary pair of input values that sati€f)X = B is 8/16. The smallest value in the table is
0 and occurs for many difference pairs. In this case, the prolatilithe AY value
occurring given thé&X value is 0.
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AY

% Y AX=1011 AX =1000 AX =0100
0000 1110 0010 1101 1100
0001 0100 0010 1110 1011
0010 1101 0111 0101 0110
0011 0001 0010 1011 1001
0100 0010 0101 0111 1100
0101 1111 1111 0110 1011
0110 1011 0010 1011 0110
0111 1000 1101 1111 1001
1000 0011 0010 1101 0110
1001 1010 0111 1110 0011
1010 0110 0010 0101 0110
1011 1100 0010 1011 1011
1100 0101 1101 0111 0110
1101 1001 0010 0110 0011
1110 0000 1111 1011 0110
1111 0111 0101 1111 1011
Table 6. Sample Difference Pairs of the S-box
Output Difference
o 1 2 3 4 5 6 7 8 9 A B C D E
oOf16 O O Of O| Of O| O| O] O] Of O] O O] 0| O
| o 0 0| 2, 0| Of O| 2| O| 2| 4| 0| 4| 2] 0, O
n 2 o 0, 0| 2, 0| 6| 2| 2| 0| 2| 0] O] O O] 2|, O
P 3 o 0, 2y 0, 2| O O| O O| 4| 2| 0| 2| 0] O 4
ltj 4 o 0, 0| 2, 0| O/ 6| O O| 2| O| 4| 2| 0] O, O
5 o 4, 0| 0, O 2| 2| 0| O O] 4, O] 2, 0O O 2
D 6 o 0, 0| 4, 0| 4/ 0| O] O O] O O] 2| 2| 2| 2
i 7 o 0 2y 2, 2| 0| 2| O O] 2| 2| O] 0| O] O 4
f 8 o 0, 0] 0O, O O 2| 2| O O] O 4| O 4| 2| 2
f 9 o 2, 0| 0, 2| O O 4| 2| 0| 2| 2| 2| 0] O, O
€ AJ ol 2| 2|/ o of O] of O 6/ O| O 2| O/ O 4| O
; B}y o) 0 8, 0| Of 2| O 2| O] O] O] O] O] 2|, 0] 2
n cy| 0f 2 0 O, 2| 2, 2| Ol O| O O] 2| 0| 6] O| O
c Dl O 4 0 0] O] O O) 4 2] 0] 2/ 0] 2] 0] 2] O
e E} O O 2| 4/ 2| 0| O O] 6/ O] O 0| O O] 2| O
F 0 2 0| 0| 6/ 0| O O] Of 4| 0| 2| 0| 0] 2| O

Table 7. Difference Distribution Table
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There are several general properties of the differencebdistn table that should be
mentioned. First, it should be noted that the sum of all elementsromw as 2' =16;
similarly the sum of any column is' 216. Also, all element values are even: this results
because a pair of input (or output) values representetl,a€') has the sam&X value as
the pair K", X') sinceAX =X 0O X" =X" 0 X'. As well, the input difference &X = 0
must lead to an output difference AY = 0 for the one-to-one mapping of the S-box.
Hence, the top right corner of the table has a valué ef 6 and all other values in the
first row and first column are 0. Finally, if we could constructideal S-box, which
gives no differential information about the output given the input véheeS-box would
have all elements in the table equal to 1 and the probability ofreccer of a particular
value for AY given a particular value oAX would be 1/2 = 1/16. However, as the
properties discussed above must hold, this is clearly not achievable.

Before we proceed to discuss the combining of S-box differenas paiderive a
differential characteristic and an estimate of a good effittal to use in the attack, we
must discuss the influence of the key on the S-box differential.i@nSigure 4. The
input to the "unkeyed" S-box ¥ and the outpuY. However, in the cipher structure we
must consider the keys applied at the input of each S-box. In thisfoasdet the input
to the "keyed" S-box b®/ = [Wy W, W5 W,], we can consider the input difference to the
keyed S-box to be

AW =W,/ OW" W, OW, ... W' OW/]
whereW' =W, W, ..\, JandW" =[W" W,’...W," ] represent the two input values.

Since the key bits remain the same for BatlandW’,

AW =W OW" = (' 0K) O X" OK)
= X' 0 X" = AX;

sinceK; O K; = 0. Hence, the key bits have no influence on the input differethee aad
can be ignored. In other words, the keyed S-box has the same difference distramion t
as the unkeyed S-box.

W, W W W,

e N

vV V K4
4x4
S-box
Figure 4. Keyed S-box
vYovoy
Y. Y2 Y3 Y,
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4.3 Constructing Differential Characteristics

Once the differential information has been compiled for the S-boxas EPN, we have
the data to proceed with determining a useful differential chteniatic of the overall
cipher. This can be done by concatenating appropriate differenceop@rboxes. By
constructing a differential characteristic of certain S-boxetsffice pairs in each round,
such that a differential involves plaintexts bits and data dited input of the last round
of S-boxes, it is possible to attack the cipher by recoverisgbaet of the subkey bits
following the last round. We illustrate the construction of a differentialaci@ristic with
an example.

Consider a differential characteristic involviBg, $3, S5, andSss. As was the case for
linear cryptanalysis, it is useful to visualize the differdrdiaaracteristic in the form of a
diagram as shown in Figure 5. The diagram illustrates theemdle of non-zero
differences in bits as they traverse the network, highhg the S-boxes that may be
considered as active (i.e., for which there is a non-zero diffelleriate that this
develops a differential characteristic for the first 3 roundfi@fcipher and not the full 4
rounds. We shall see how this is useful in deriving bits from tteslzbkey in the next
section.

We use the following difference pairs of the S-box:

Sz AX=B -5 AY=2 with probability 8/16
S AX=4- AY=6 with probability 6/16
S AX=2 -5 AY=5 with probability 6/16
S AX=2 -5 AY=5 with probability 6/16

All other S-boxes will have zero input difference and consequentlty peatput
difference.

The input difference to the cipher is equivalent to the input differém¢he first round
and is given by

AP = AU, =[000010110000000Q
where again, as with our presentation of linear cryptanalysisatioh 3, we are using;
to represent the input to tlth round S-boxes and to represent the output of theh
round S-boxes. HencAlU; andAV; represent the corresponding differences. As a result,
AV, =[0000001000000004

considering the difference pair 8y, listed above and following the round 1 permutation

AU, =[0000000001000000
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AP = [0000 1011 0000 0000]

NN
| | | |
HEEN I NEEENEEE
Su Sia Su
| | |
HEENEEENEEENEEE
S S ¥

AL4|5... AUsg AL4|13... AUyl
Si S Sz Suy

K5’5 K5,8 K5,l3 K5,16

Figure 5. Sample Differential Characteristic



with probability of 8/16 = 1/2 given the plaintext differerxe.
Now the second round differential using the difference paigforesults in

AV, =[0000000001100004
and the permutation of round 2 gives

AU, =[0000001000100004

with probability 6/16 givemAU, and a probability of 8/1& 6/16 = 3/16 giveAP. In
determining the probability given plaintext differen®, we have assumed that the
differential of the first round is independent of the differentiatr@f 2nd round and,
hence, the probability of both occurring is determined by the product of the probsbilit

Subsequently, we can use the differences for the S-boxes of theotnidi S;; and S,
and the permutation of the third round to arrive at

AV, =[00000101010100049

and

AU, =[000001100000011( (6)

with a probability of (6/16)givenAUs and, hence, a probability of 8/%66/16 x (6/16Y
= 27/1024 given plaintext differen@&, where again we have assumed independence
between the difference pairs of S-boxes in all rounds.

During the cryptanalysis process, many pairs of plaintextsvfoch AP = [0000 1011
0000 0000] will be encrypted. With high probability, 27/1024, the differential
characteristic illustrated will occur. We term such pairs&Brasright pairs. Plaintext
difference pairs for which the characteristic does not occur are efereswrong pairs.

4.4 Extracting Key Bits

Once arR-1 round differential characteristic is discovered for a ciphét mfunds with

a suitably large enough probability, it is conceivable to attaclcifhteer by recovering
bits from the last subkey. In the case of our example cipherpdssible to extract bits
from subkeyKs. The process followed involves partially decrypting the last rourideof
cipher and examining the input to the last round to determingghaipair has probably
occurred. We shall refer to the subkey bits following the last r@atrtde output of S-
boxes in the last round influenced by non-zero differences in tteeatifial output as the
target partial subkey. A partial decryption of the last round would involve, for all S-
boxes in the last round influenced by non-zero differences in theredifi@, the
exclusive-OR of the ciphertext with the target partial subkey doid running the data
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backwards through the S-boxes, where all possible values for the satgety bits
would be tried.

A partial decryption is executed for each pair of cipherteatsesponding to the pairs of
plaintexts used to generate the input differefPefor all possible target partial subkey
values. A count is kept for each value of the target partial subskiene. The count is
incremented when the difference for the input to the last round ponds to the value
expected from the differential characteristic. The partial subkdue which has the
largest count is assumed to indicate the correct values of the shib&keyhis works
because it is assumed that the correct partial subkey véluesumlt in the difference to
the last round being frequently as expected from the charact@mstj the occurrence of
a right pair) since the characteristic has a high probabitityccurring. (When a wrong
pair has occurred, even with the partial decryption with the dostdakey, the count for
the correct subkey will likely not be incremented.) An incorredtksy is assumed to
result in a relatively random guess at the bits entering-thex8s of the last round and as
a result, the difference will be as expected from the chaistactewith a very low
probability.

Considering the attack on our example cipher, the differential dieaistic affects the

inputs to S-boxe&;; andSy, in the last round. For each ciphertext pair, we would try all
256 values for Kss.Ksg Ksi3.Ks14. For each partial subkey value, we would
increment the count whenever the input difference to the final roetetndined by the

partial decryption is the same as (6), where we determingaine of PNUss... AUysg,

AUy 13.. AU4 14 by running the data backwards through the partial subkey and S-boxe
S, andSy,. For each partial subkey value, the count represents the number of occurrences
of differences that are consistent with right pairs (assuthatthe partial subkey is the
correct value). The count that is the largest is taken to bedirect value since we
assume that we are observing the high probability occurrence of the right pair.

Note that it is not necessary to execute the partial deornyfdr every ciphertext pair.
Since the input difference to the last round only influences 2 S-paxlesn the

characteristic has occurred (i.e., for right pairs), the cipkerbit differences

corresponding to S-boxé&; andS;3 must be zero. Hence, we citer out many wrong

pairs by discarding ciphertext pairs for which zeros do not appé¢lae appropriate sub-
blocks of the ciphertext difference. In these cases, since iphertext pair cannot
correspond to a right pair, it is not necessary to examidgd.. AUa g, AU4 13.. AU4 1.

We have simulated attacking our basic cipher keyed using randmmerated subkeys

by generating 5000 chosen plaintext/ciphertext pairs (i.e., 10000 encryptitms
plaintext pairs satisfyingAP = [0000 1011 0000 0000]) and following the process
described above. The correct target partial subkey valueKyas.Ks s, Ks13..Ks1d =
[0010,0100] = [2,4)x As expected, the largest count was observed for partial subkey
value [2,4}ex confirming that the attack successfully derived the subkey bitisle T8
highlights a partial summary of the data derived from the sub&ants. (The complete
data involves 256 data entries, one for each partial subkey vahesyalues in the table
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indicate the estimated probability of the occurrence of righ ffar the candidate partial
subkey derived from

prob = count / 5000.
where the count is the count corresponding to the particular partial subkey value.

As can be seen from the sample results of the table, thestaprobability occurs for
partial subkey valuelss.. Ksg, Ks13..Ks1d = [2,4]hex and this observation was, in fact,
found to be true for the complete set of partial subkey values.

In our example, we would expect the probability of the occurrehtigeaight pair to be
pp = 27/1024 = 0.0264 and we found experimentally the probability for theato
subkey value [2,4] gaveb = 0.0244. Note that sometimes other large count values occur
for incorrect target partial subkeys. This indicates that thenaation of incorrect target
partial subkeys is not precisely equivalent to comparing randorerefifes to the
expected differential value. There are several factors whithence the counts to be
different then our theorized expectations including the S-box propenfieencing the
partial decryption for different partial subkeys, the imprecisof the independence
assumption required for determination of the characteristic pralyataihd the concept
that differentials are composed of multiple differential characteristics (to beudised in
the next section).

partial subkey prob partial subkey prob
[K5y5...K5’8, K5’13..K5’1(§] [K5’5...K518, K5113...K5116]

1C 0.0000 2A 0.0032
1D 0.0000 2B 0.0022
1E 0.0000 2C 0.0000
1F 0.0000 2D 0.0000
20 0.0000 2E 0.0000
21 0.0136 2 F 0.0000
22 0.0068 30 0.0004
23 0.0068 31 0.0000
24 0.0244 32 0.0004

25 0.0000 33 0.0004
26 0.0068 34 0.0000
27 0.0068 35 0.0004
28 0.0030 36 0.0000
29 0.0024 37 0.0008

Table 8. Experimental Results for Differential Attack

27



4.5 Complexity of the Attack

For differential cryptanalysis, we refer to the S-boxes involwea characteristic which
have a non-zero input difference (and hence a non-zero output diffessative S-
boxes. In general, the larger the differential probabilities ohttire S-boxes, the larger
the characteristic probability for the complete cipher. Alsoféher active S-boxes, the
larger the characteristic probability. As with linear crygatigsis, we refer to the data
required to mount the attack when considering the complexityeotityptanalysis. That
is, we assume that if we are able to acqNielaintexts, we are able to process them.

In general it is very complex to determine exactly the nurobehosen plaintext pairs
required to mount the attack. However, it can be shown that a gesdfrtiumb for the
number of chosen plaintext paifdp, required to distinguish right pairs when trying
subkey candidates is

N, =c/p, (7)

wherepp is the differential characteristic probability for tRel rounds of thér-round
cipher anct is a small constant. Assuming that the occurrences of difference pairs in each
active S-box are independent, the differential characteristic probabitityen by

o = |‘J s ®)

where the number of active S-boxes is representeq bagd the occurrence of the
particular difference pair in thieth active S-box of the characteristic has a probability

represented bys.

It is not difficult to rationalize that (7) is true. It simglydicates that a few occurrences
of the right pair are enough to give a count to the correctttpegal subkey value that

Is significantly greater than the counts for the incorregetapartial subkey values. Since
a right pair is expected to occur for about evemy Jairs examined, in practice, it is
generally reasonable to use some small multiple pf Tthosen plaintext pairs to

successfully mount the attack.

Approaches to providing resistance to differential cryptanatysi® focused on the S-
box properties (i.e., minimizing the difference pair probabilityanfS-box) and finding
structures to maximize the number of active S-boxes. Rijndaelg@od example of a
cipher designed to provide high resistance to differential cryptanalysis.

As with linear cryptanalysis, caution must be exercised in "pgdvimmunity to

differential cryptanalysis. The computation of the differentiarabteristic probability is
premised on the independence of the S-boxes involved in the approxiraatl in a real
cipher, there is a dependence between the data entering diffebentes. Hence, the
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probability pp is an estimate only. In practice, in many ciphers it has provee
reasonably accurate.

Most importantly, different differential characteristicsiwihe same input difference and
output difference (i.e., the same differential) can combine to impdyobability for the
differential that is larger than is implied by the consideratoddnone differential
characteristic alone [17]. (This is analogous to the concept ofr Imdk.) In order to
prove security to differential cryptanalysis, it is necessauprove that the probability of
all differentials are below some acceptable threshold, nothastthe probability of all
differential characteristics are below some acceptablstbl@. Generally, though, it is a
reasonable assumption that, when a differential characteristia hagh probability, it
dominates the occurrence of a differential and the probability afttheacteristic gives a
good approximation of the differential probability.
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5. Advanced Concepts

Several extensions and modifications to the basic attacks of laverdifferential
cryptanalysis have been proposed and analyzed since the origisehtpten of the
attacks. We do not present these advanced concepts and analysesl ihede, but
encourage the reader to pursue these concepts further. Note the qiggebrin this
section represent a small sampling of work built on the two attacks.

We have mentioned, for example, the concepts of linear hulls [16] dacedifals [17]:
both concepts are integral to understanding the nature of provable yséouhe two
cryptanalysis methods (an elusive goal!). There have been dstusdithe similarities
of concepts between the two attacks [18][19] and the analysis abthkination of the
attacks into what is referred to as linear-differential cryptanal26is [

Several refinements to the cryptanalyses have attemptatptovie the attacks for some
circumstances. Truncated differential cryptanalysis [21] proptsesexploitation of
differences at the cipher output where only some of the ciphebiexthave their
differences predicted. Higher order differential cryptanaly&iy attempts to exploit
higher order differentials and is applicable to ciphers wherecibleertext bits are
represented as functions of low nonlinear order. Impossible diffakengptanalysis [22]
uses the non-existence of differences to derive cipher subkeyabitspposed to the
existence of highly likely differences that are exploited in m@ar differential
cryptanalysis. Also, it should be noted that, in general, in diffiedentyptanalysis,
differences need not be based on bit-wise exclusive-OR but maydiéer@ence of
another form, such as a difference as in the subtraction of one ok@ide n from
another modulo2[17]. Extensions to linear cryptanalysis have included the utilization of
multiple linear approximations [23] and the use of nonlinear approxingtin
combination with linear cryptanalysis [24].

Many papers in recent years have discussed the applicationeaf land differential
cryptanalysis to ciphers proposed before the existence of thksattas known. As well,
many techniques in cipher design have been proposed to make thet@ppbtahe
attacks difficult, focusing on the constructions of cipher components agi@+boxes
[25][8] and the interconnection between layers of S-boxes [8][26]RF]a result, the
attacks and their extensions are now very well understood and progpudalas Rijndael
[7] have been especially constructed with security against the attacks in mind.

Finally, we note that our presentation of the attacks does not digmisaethod for

determining the best linear approximation and differential cheniatit. However, this is
discussed, for example, in [28].
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6. Conclusion

In this paper, we have strived to present the fundamental concegiseaf and
differential cryptanalysis as applied to a basic cipher. Thisetiis a basic Substitution-
Permutation Network and is not of a realistic scale to be useal practical cipher.
However, the structure is useful in examining the applicabilitthef attacks and this
example cipher has formed the cornerstone for the explanation of the two attacks.
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