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Abstract

Two major limitations in legecy IP networking
techndogies are the impossibility of predicting the
bandvidth available on a link at ary given time and
the difficulty of contrdling the allocation of shared
bandvidth. Addressing these prodems requiles a
chang in themanagerantof networking resources.

Multi Protaol Label Switching (MPLS) is the
industrystandard appoach to switching and for-
warding for next-generatio routed networks. The
MPLS techrology combines the simplified forwarding
charactestics of link-layer switchingwith the cortrol
andscalabilityof network-layerrouting

MPLS reducesthe comgexity of forwarding us-
ing encapulatedfixeddength labelsfor making high
speedforwardng decisions,thus eliminating conven-
tional network-layerheadeiprocessingRouterswhich
suppot MPLS are referrel to as Label Switching
RoutergLSRS).

Linux is a free, opensource, POSIX comgiant,
UNIX clone operatingsystem. Its true preamptive
multitasking multiuser supprt, memoy protectia
andsymmetricmultiprocessingsuppot charactéstics
togethe with its networking, graghical userinterface,
speedand stability make Linux a prefered tool for
researctanddevelopment.

This projed¢ addresses Traffic Engireering (TE) in
MPLS networks. The intentionis to degoy an im-
proved protccol in a live network. The first stepis
theimplemenationof alabelswitchingroute in Linux.
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1 Brief status of communication
networks

The currert major network techndogiesin the world

are the telephor network and the Internet. Each of

themhasstrengthsand weakress. The telephom net-
work offers end-teend quality-of-senice guaantees,
while the Interretis moreflexible andlower cost.

The teleplone network is consicred to be the
world’s largest network since it intercomects more
thana billion endpoints. Being designedor a single
application, to transpor analoge and/a digitized
voice, the telephme network guarmnteesvoice calls to

receve sufficient bandvidth andto have low lateng.

This is achieved at the loss of efficiency becage even
when a caller is not speaking,the network contintes
to reseneresourcedor thatcall, while thoseresoures
couldbe usedby othercallers. Thatis the reasonvhy

the telephme network is more expersive to operate
thanthe Interne, but unlike the Interretit canoffer an

end{o-endguarareeof qudity-of-sewice.

Startedas a researchproject in the late 196G, the
Interretis anetwork of networks which novadayscon-
nectstensof millions of compuers around the world.
The Interret hasbeenvely successfubecase of its
scalability decentalizedcontrd andstore-aneforward
architectue, but thesevery features make it harcer to
introducebilling, reliability andquality-of-senice.



In recen years, the datacon and telecom commu
nities have tried to find a solutionto the prodem of
how bestto build a multi-purposenetwork. One ap-
proad to this prodem is to designa new network that
hastheflexibility andlow costof thelnterret, yetoffers
the end-teend quality-d-service guarantees of the
telephme network. This is the goal of Asynchionots
TransferMode (ATM) networks. Another appoach
is to adda quality-of-senice mechanisnto theInterret.

All those efforts are intended to provide better
servicesfor usersandto improve the mangementof
availablebandvidth.

2 Bandwidth management

Bandwidth Managment systemsaddressthe issue
of bandwidh allocation to applicatiors, users, and
organizatiors sharingthe samenetworking resouces.

A goad managerantschemeshouldfL]:
e enabléfull cortrol of network traffic;

e ensurgheavailability of bandwidh for critical ap-
plications;

¢ increaseetwork efficiengy andredicetraffic con-
gestion.

The otheraspecbf anBandwidthManagenentsystem
is corcerningthe possibility of gatheing detailedin-
formationabou the dynanics of the network. Binding
network-usestatisticsto datalasesallows InternetSer
vice Providers (ISPs)to provide differentiatedclasses
of servicesto usersand ensue endto-endquality of
serviceqQoS).

Currentlimitationsof IP protacols canbe overcomeby
deplging new techndogiesfor next-generatio routed
networks which can guaanteeQoS and have natural
suppot for popular Intemetservicedik e virtual private
networks(VPN).

The process of optimizing the perfamance of op-
eration& networks is called traffic engineeng (TE).
It hasthe ability to analye current traffic load and
dynamically malke the necessarychangs to achieve
the perfamanceneededfor a certain bandvidth re-
quirenent. MPLS is oneof the proposedtechndogies

usefulfor traffic engneeringin the specificaspectof
measurmentandcontiol of Intemettraffic.

3 Brief history and statusof MPLS

Theideaof MPLS originatefrom two sour@s: afaster
routing mecharsm for IP andproviding ATM switches
with the controlandscalabilityof alayer3routet

In the mid 1990s, few proposals emeged from
threemajornetworking companies[2]:

e Tag Switching, from CiscoSystems;

e SITA (Switching IP Through ATM), from Tele-
comFinland

e ARIS (Aggregate Route-basedIP Switching),
from IBM.

To develop a standardapprach for switching IP the
IETF MPLS working groy was establishedn early
1997. In addition, mary Internetdrafts related with
the developmen of MPLS were postedby individual
contibutorsor organizatiors.

199 saw the first MPLS VPN and traffic engi-
neerirg deployments.However, thefirst Intemet-drafs
becane RFCsonly in Januay 200L while there are
mary dratsin progess.

The status of MPLS standardas proposed in Jan-
uary200L1is specifiedn thefollowing RFCs:

e RFC 303l - Multiprotocol Label Switcing Archi-
tectue [3]

RFC 302 - MPLSLabelStak Encaling [4]

RFC 3035 - MPLS using LDP and ATM VC
Switding [5]

RFC303% - LDP Specifiation[6]

RFC 3037 - LDP Applicalility [7]

4 Label switching paradigm and
MPLS

Label switching paradign corsists in using a short,
fixeddength label to perfam switching decisions.



Unlike longestprefix matd lookup algorittms usedby
standardP routing protacols, label switchingis based
onanexactmatchandtherebreis muchfaster

MPLS is a "'multiprotocol” which useslabel switching
techndogy. Therouerssuppating MPLS arereferred

to as Label Switching Routers(LSRs). Any other
routeror switch conrectedto a LSR (ATM switch, IP

route)) is referredto as nonLSR. An edgerouer is

anLSR connetedto a nonLSR. Therouterby which

a paclet entersthe MPLS cloud is called the ingress
LSR,andtheoneby whichit leavesthe MPLS cloudis

calledthe egressLSR. Label Switching Path (LSP) is

theroutewithin the cloud followed by a paclet based
onhislabel.
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Figurel: Encapulationof MPLS paclets

Labelsare small identifiersinsertedby the ingress
LSR, andremoved by the egress LSR. They are used
in forwardng decisiongreptesentinghe destinatio of
the paclet and also the specificpathfor reacling this
destinatiorandattributesof a specificserviceclass.

This section contains a brief descriptim of the
adwartage of label switching. A more complete
descriptim canbefoundin [8].

e speedand delay-labelswitchingis anefficientso-
lutionto theprodem of large traffic loadsin theln-
ternetby usingafasterouting tablelookup mech-
anism.

e jitter -labelswitchingopegtionsresultin lessde-
lay andlessijitter in sendingusertraffic throughthe
network.

e scalability -labelswitchingofferssolutionsto the

rapidgrowth of networks by allowing alarge num-
berof IP addressesto be associatedvith oneor a
few labels.

e simplicity -forwardng decisiors are basedon a
short,fixed-lergth label.

e resource consumption -the contrd mecharsms
to establishlabel switching paths(LSP) do not
consune alot of resouces.

e routecontrol -labelswitchingallows therouterto
maleroutingdecisiors usingvariousattributesnot
only thelP destinatioraddress.

5 MPLS and traffic engineering

Traffic engineeing dealswith the perfamanceof a
network in supprting usersQoS needs. Traffic engi-
neerirg for MPLS networks involvesthe measuremant
andthe contiol of traffic.

The objectives of traffic engineeing in the MPLS
ervironmer are relatedto two perfamancefunctions

[8]:

o traffic oriented performane whichincludesQoS
opeations.

e resource oriented performarte objectves which
dealwith networking resourceto contrituteto the
realizationof traffic oriented objectves.

Theaim of traffic engneeringis to find mechanismso
satisfythe growing needof usersfor bandwidh; thus,
the efficient manag@mentof the available bandvidth is
theessencef traffic enginering.

MPLS plays an important role in engneering the
network to provide efficient servicedo its customes.

RFC 2702 specifiesthe requrementsof traffic en-
gineeing over MPLS anddescribeghe basicconcefs
of MPLS traffic engireeringlike traffic trunks, traffic
flows and LSPs[9]. The adwantags of MPLS for
traffic engireeringinclude:

e label switchesare not limited to corventianal IP
forwarding by corventioral IP-basedouting pro-
tocols;

o traffic trunks canbe mapped onto label switched
paths;



e attributescanbeassociatedvith traffic trurks;

e MPLS pernits addessaggegationand disagge-
gation(IP forwardng permitsonly aggrejation);

e constrait-basedouting is easyto implemert;

e MPLS hardvareis lessexpensve thanATM hard
ware.

6 MPLS integration with IP and
ATM (layer2 and layer3 proto-
cols)

MPLS doesnotreplacethe IP protacol. It supplenents
IP sothattraffic canbe marked, classifiedandpoliced
With the useof MPLS, end-teend quality of service
canfinally beachieved [10].

An importart aspectof MPLS is its ability to op-
erateasan overlay over ATM andthe ability to tunnel
IP paclets within an MPLS cloud. This makes it
possibleto integratelP andATM operatimsin asingle
switch.

ATM and IP are the two most important pratocols
that Interret forums wish to integrate to improve the
perfamancesand capabilities of Interret. On the
other hard there are more layer2 or layer3 pratocols
coisting MPLS currerly specifiesmediaspecific
behaior for ATM, FrameRelay PPP and Etherret.
Thus MPLS will not be restrictedto ary particdar
link-layer.

A goal of MPLS is to be able to suppat multiple
network-layerprotomls (hercethenameMultiprotocol
Label Switching)evenif to date thefocusof the effort
hasbeenon defining functionsandopegtionsfor IPv4.

Our project for the moment concers IPv4 over
Etherret but it may evolve to suppot other layer2 or
layer3protccolslike ATM andIPv6.

7 Our project
7.1 Theidea

The goal of our prgect is to develgp novel bandwidh
mana@mentstratgjies using MPLS. Thesestratgies

will control and distribute the bandvidth available
betweenapplicatiors and userswhich shareit. Using
bandvidth we intendto verify theperfamanceof these
scheme$y depoying themin alive MPLS network.

We try to acconplish this by using a software
MPLS routerswitch. This will act as an universal
router/switch by suppoting ary Layer 2 protccol
(ATM, Etherret, etc.) andby beingableto encagu-
lateary Layer3 paclets(IP, MPLS, Active IP [11], etc).

As the paclets arrive to it, they will be filtered
andclassified.Theclassificatiorcanbe madebasecdn
mediatype,destinatiofsourceaddres®r basedon ary
othercriteria. Thoseclasse®f pacletswill eachhave a
sharefrom the availablebandvidth.

Thisideais representeth thefollowing sketch:

Regular - .
/ . Active MPLS Networking
IP Software
Stack

Device Drivers

\_ ATM Ethenet /

We are currenly working on the implemenation
of an MPLS switch using a Linux platform. This
implementationwill helpusto testthe perfamanceof
MPLS. Oncewe have devdlopeda stableimplementa-
tion of MPLS we can modfy this implemenation in
orderto addin BandwidthManagenentcapabilities.

7.2 Implementing MPLS in Linux

MPLS is not yet a matue standad. Thereare mary
aspectsof it which still requireresearch.In orderto
gain a betterundestandingof MPLS technolgy and
its usefulnas to traffic engineeng and bandvidth
managment, we are developing our own MPLS
implementation for the Linux operatig system. The
resultingplatformmay be usedto evaluate alternatves
to the proposedMPLS standardmplemertationandto
deternine how bestto exploit the flexibility of MPLS
in bandwdth managerant.

The standard [4] specifies that the MPLS label
should be encoad betweenlayer 2 (PPR Ethenet)



andlayer 3 (IPv4, IPv6) heades of a paclet. Another
proposal as describd in [12] is to encoa the label
within the layer 2 Media Access Control (MAC)
destinatioraddress.

Our implemenation uses the second appoach.
This involves work with data-lirk layer and network
layer heactrs, The researclstartedwith undestanding
ATM andtheintegratian of ATM with Linux. We took
into consideation the possibility of developing Linux
drivers for ATM network cards.Hence we studiedthe
Linux protacolsandLinux device drivers [13].

Once we understood the IPv4 protccol stack [14]
the researchcontinied with implemerting new Linux
protacols. The modularity of the Linux kerrel [15]
allowed us to easily implemen and integrate a new
protacol.

Currently our vanilla MPLS is implemented as a
kernelmodue. This protccol moduleis independent
of the Linux kerrel source.Thusit canbe loadel and
unloaled dynanically from the running kernel. The
standardapprach requres changs in the internal
kernel structure (soclet buffers [16] ) by addirg the
labelfield betweerthelayer2 andlayer3 heades. This
is a major modification since soclet buffers are the
structure usedby the all Linux protacols. Therefore
the kerrel hasto be reconpiled andthe systemhasto
berestarted.

In our apprach we are transpaently changimg

the purpcse of an existing MAC field, the destination
addressfield. The MPLS modde will useit to push,
swap or pop the label. The other compmnentsof the

Linux networking systemwill not be affectedby the

chang with oneexception. TheEtherretinterfacemust

run in proniscuousmodein orderfor the associated
device drivers to receve the modified framesand to

push them to the higher level, the MPLS modue.

Otherwisethe EthernetNIC will rejecttheseframes,
since in normd opeation it discard frames whose
MAC destinationaddessesdo not matchits Ethenet

address.

This implemertation makes the MPLS router hot
configuable. By example a Linux box ruming asan
IP routerbecomesan MPLS router oncewe load the
MPLS modde. If we unloadthe MPLS module (for
dehugging or modfications)the systemwill remainan

IP router This recorfiguration can be done without
reconpiling thekernelor restartinghe system.

We issueda network test suite for our MPLS pro-
tocol and successfullytunnelediPv4 within an MPLS
cloud Two IPv4 stackcompterswereableto commnu-
nicate(trans@rently)usingthe MPLS cloudasa partof
the network core. This demorstratesthe usefulressof
ourapprachin, for exanple, Virtual PrivateNetworks
(VPN).

8 Conclusions

In this articlewe presentedhework involved in imple-
mentirg aprotacol for next-generatiorroutednetworks.
By usingthis protccol, Intemet ServiceProviderswill
beableto controltheallocationof availablebandwidh,
therely providing betterservicesand QoS guaantees
for Internd users.The next stepis to implenmenta sig-
nalingmecharsm for the existing forwardng protacol.
Thiswill resultin afairly completeimplementsion of
thebaseMPLS standad. This canthanbe extendedto
experimentwith new ideasfor bandvidth mangement.
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